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DETERMINANTS INFLUENCING
FRAUD PREVENTION

IN E-PROCUREMENT: EMPIRICAL
EVIDENCE FROM INDONESIA

Abstract

Electronic procurement of government products and services strives to promote good
governance by enhancing internal control and fraud prevention. This study aims to
assess how e-procurement and internal control can prevent fraud in purchasing goods
and services in Indonesia. Participants in the regional work units (SKPD) in Riau’s
procurement of goods and services make up the study’s population. The sample in-
cluded 85 respondents with the requirements for a position relating to the successful
procurement of goods and services from December 2021 to December 2022. The paper
used a purposeful sampling technique. This study employed a quantitative method and
SmartPLS 3.0 to evaluate the data. The results concluded that the implementation of
e-procurement (f = 0.231; p < 0.05) and internal control ( = 0.231; p < 0.05) have a
substantial impact on fraud prevention during the procurement of goods and services.
By absorbing the capital expenditure budget and limiting fraud, it is envisaged that the
Indonesian government may maximize its fraud prevention. It is desired that persons
involved in procuring products and services constantly broaden their understanding
of and perspectives on procurement, particularly those on other crucial aspects of
procurement.

Keywords e-procurement, internal control, fraud prevention,
stewardship theory, regulation
JEL Classification G32, M41, M48

INTRODUCTION

The level of the relationship between the government and those who need
to be served, protected, and guided by it is the country’s level of good
governance. This is especially true for regions and nations like Indonesia,
with large populations and geographic areas with high levels of fragmen-
tation. According to Bauw (2016), good governance is managing all fac-
ets of a government’s social, economic, and political life for the benefit of
society while involving all stakeholders and adhering to the principles of
equality, equity, efficiency, transparency, and accountability.

There are numerous openings for committing fraud, both in the plan-
ning phase, implementation, and finalization of the purchase of goods
or services. This verifies information from the Indonesian Corruption
Watch (ICW) from semester one of 2020 that suggested that public
money leaks were caused by fraud in the acquisition of goods and
services. These included 47 cases of embezzlement, 33 cases due to
markups, 9 cases of exercise of authority, and 8 cases caused by misuse
of the budget. Thus, based on the 169 cases recorded, 146 cases caused
losses to state finances (Kompas, 2020).

It is necessary to have solutions for these problems, preventing and
reducing fraudulent actions through electronic procurement, which
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is implemented by procurement policy agencies, to address the issues that arise in procurement using
conventional methods as used in the past. The government uses an electronic system and integrated
procurement to reduce the likelihood of fraud. This is possible because e-procurement uses an auction
mechanism, which makes the process more visible and encourages sensible bidding.

1. LITERATURE REVIEW

AND HYPOTHESES

Agency theory is contrasted with stewardship the-
ory. Stewardship theory offers a non-economic
foundation to describe relationships in contrast
to agency theory, which stresses control and con-
flict (Sundaramurthy & Lewis, 2016). According
to stewardship theory, directors serve as stew-
ards and will not prioritize furthering their per-
sonal financial interests as agency theory claims.
Instead, they will be willing to act in their compa-
nies’ best interests and will do so in certain ways,
resulting in collective/organizational utility as op-
posed to personal gain. Directors must meet their
own needs while working toward corporate goals
(Kluvers & Tippett, 2011).

In accordance with the stewardship theory, local
government officials have been appointed and are
presumed to work with motivation and dedication.
If every human being is required to maintain his
actions and behavior, this is what necessitates the
government to act according to related provisions
(Nosihana & Rizal, 2016). Because the government
must be accountable to all stakeholders for all gov-
ernment activities to give the public a positive im-
pression of the government, this theory pertains
to the electronic procurement of goods and servic-
es without corrupt practices.

According to Kalubanga et al. (2013), fraud is an
unlawful behavior characterized by a lie, con-
cealment, or breach of trust. The action is con-
nected to the use of violence or threats. In order
to prevent the loss of a service or payment pro-
cesses, parties, companies, or services commit
fraud. Hermerén (2014) defines fraud using “name,
shame, and blame” tactics. However, it may be ap-
propriate when dealing with scientific misconduct,
but ineffective and may even have the opposite im-
pact when trying to reduce inadvertent mistakes.
Fraud typically happens due to incentives to de-
fraud and encouragement to reap the rewards of
generally recognized possibilities. In order to de-
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fine the process of transparency and reduce fraud
in it, which can result in losses to the state, the
adoption of e-procurement is an auction process
carried out effectively, efficiently, transparently,
and accountably (Akbar, 2019).

Peraturan Presiden (PP) No. 54 of 2010 on public
procurement of goods and services was added to
PP No. 35 of 2011 and subsequently amended to
PP No. 70 of 2012. The president’s directive is then
said to refer to operations in ministries or regional
work organizations that go from planning needs
to finishing all acquisition-related tasks, such as
the procurement of products or services.

In many organizations worldwide, whether in
the public or private sectors, e-procurement is
still expanding as a foundation for competitive
bidding and best practices. According to the
rules and under the authority of the Supreme
Court Supervisory Board and the Supreme Audit
Agency, e-procurement is overseen (Hartati et al.,
2020). There are four stages to e-procurement im-
plementation, known as the process of digitizing
government by implementing an internet system
(Kademaunga & Phiri, 2019). These stages are dis-
closure, registration and distribution, electronic
bidding, and advanced support services.

One factor that influences the prevention of fraud
in acquiring products and services is the usage of
e-procurement. Susantya et al. (2022) claim that
individuals involved in government procurement
of goods and services and the committee respon-
sible for such procurement pay attention to and
consider essential factors when implementing
e-procurement. The applicable laws and regula-
tions do not cover these elements. E-procurement
considerably influences fraud prevention, accord-
ing to Setiani et al. (2017). The same phenomenon
is demonstrated by Kademaunga and Phiri (2019),
who offer empirical proof that the procurement
process contributes to reducing goods and services
fraud. This is further corroborated by Wicaksono
etal. (2017), who found that e-procurement audits
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have an indirect impact on the amount of mon-
ey spent by the government and efforts to prevent
fraud in the purchase of goods and services.

According to Ilham et al. (2017), using e-procure-
ment has significantly reduced fraud in purchas-
ing products and services. According to Udoyono
(2012), e-procurement can be a guide for elim-
inating corruption, collusion, and nepotism.
Additionally, according to Rustiarini et al. (2019),
e-procurement deployment significantly lowers
fraud. This underlines how crucial it is to imple-
ment e-procurement to defend against fraud when
purchasing products and services.

The firm must work hard and adopt the proper ap-
proach to reduce fraud, given the significant possi-
bility of it occurring throughout the procurement
process. A plan to stop or at least manage fraud is
called a fraud prevention strategy. By setting up
circumstances that can steer organizational set-
tings in the direction of fraud prevention, this tac-
tic relates to how to exert control over the reasons
causing the emergence of fraud. Internal controls
that are appropriately implemented are required.
By considering the organizational structure and
professionals, one can understand internal control
and anti-fraud awareness (Schandl & Foster, 2019).

Internal control is a broad notion that encom-
passes a variety of techniques and procedures that
management employs to ensure the efficient and ef-
fective operation of company entities that support
management in carrying out various tasks, ac-
cording to Shanmugam et al. (2012). Furthermore,
internal control, comprising internal audits and
other types of control, is the complete control
system for corporate entities in the financial and
non-financial sectors formed by management to
carry out business. Effective internal controls are
necessary for various reasons, no matter how tiny
the organization is.

According to Schandl and Foster (2019), a com-
pany’s ideal state can be reflected through inter-
nal control implementation that is efficient and
effective. Nevertheless, it is challenging to accom-
plish this in practice due to the internal control
structure’s shortcomings. According to Palupi
and Santoso (2017), several internal control indi-
cators can be viewed and measured, such as envi-

http://dx.doi.org/10.21511/im.19(4).2023.16

Innovative Marketing, Volume 19, Issue 4, 2023

ronmental control, risk interpretation, control ac-
tions, and information exchange and monitoring.
Yendrawati (2013) notes that technical advance-
ments, the growth of websites and the internet,
changes in reporting, and modifications to corpo-
rate or organizational legislation are all examples
of internal control success indicators.

According to Palupi and Santoso (2017), internal
control significantly reduces the risk of fraud in
the purchase of products and services. Internal
control considerably lowers fraud in the pur-
chase of goods and services (Ilham et al., 2017).
Wicaksono et al. (2017) showed that internal con-
trols considerably decreased the likelihood of
fraud while buying goods and services. According
to Palupi and Santoso (2017) and Akbar (2019),
the success of internal controls in reducing fraud
in the industry of purchasing products and servic-
es is evident. According to these findings, enhanc-
ing the government’s internal control system can
reduce the potential for fraud in the procurement
process.

In order to prevent fraud in the purchase of goods
and services, this study aims to investigate the
relationship between the adoption of e-procure-
ment and internal control systems in Indonesia.
Consequently, the hypotheses are:

H: The implementation of e-procurement af-
fects fraud prevention in the procurement of
goods or services.

H,: Internal control affects fraud prevention in
the procurement of goods or services.

2. METHODS

According to Sekaran and Bougie (2016), the term
“population” refers to a broad category that de-
scribes a collection of objects or people that share
specific qualities and characteristics and are tasked
with conducting research before drawing conclu-
sions. 85 samples came from the Riau Province’s
regional work units (SKPD) (Table 1). This study
uses associative quantitative research methodolo-
gies to measure causal links between two or more
variables. By mailing questionnaires to samples
that correspond to the needs of the chosen institu-
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tions and allocating research weights to each item
using a Likert scale, this study was carried out for
analytical purposes.

Table 1. Questionnaires

Criteria Quantity
_Distributed questionnaire L1200
_Uncollected guestionnaire S0 R S
Used/analyzed questionnaire 85

The quantitative approach was utilized to collect
insightful and quantifiable data using a ques-
tionnaire with a Likert-scale format. According
to Sekaran and Bougie (2016), a scale from 1
to 5 can be used to rate the accuracy of opin-
ions, with 1 “strongly disagree” and 5 “strongly
agree.” Following that, respondents had to com-
plete three parts of a single questionnaire. A
brief respondent profile is presented in the first
section. The second section, adapted and mod-
ified from Pope (2013), explored fraud preven-
tion as a dependent variable. The final section
covered independent variables resulting from
internal control and e-procurement implemen-
tation. Table 2 lists the metrics utilized in this
investigation.

Descriptive statistics examine the frequency of
distributional data in valid data, and the stand-
ard deviation and mean are used to determine
whether the data are normal (Ahsanullah et al.,
2014; Sekaran & Bougie, 2016). In order to make
the relationship between the independent and
dependent variables and the effect more un-
derstandable, the structural equation modeling

Table 2. Indicators for independent variables

(SEM) statistical regression technique is used.
A statistical program, SmartPLS 3.0, supported
the structural equation modeling. The evalua-
tion includes the path coefficient, testing of hy-
potheses, validity, and reliability. Some of these
characteristics were combined with a purpose-
ful sampling (Table 3).

Table 3. Purposive sampling

Descriptions

(Education Authorities o
.Public Health Office
Office of Public Works and Spatial Planning a

Frequency

.Department of Housing and Residential Areas oL,
Service of National Unity and Politics 15

“neons Dissster Mansgementpgensy 4
Social Services RECT

_Ministry of Manpower and Transmigration
Ministry of Environment and Forestry

In this study, nine regional work units (SKPD)
responded to surveys, with the Education
Authorities, the Service of National Unity and
Politics, and the Social Services returning up to
fifteen questions each. Next, there were 11 ques-
tionnaires from the Department of Housing and
Residential Areas, 8 from the Office of Public
Works and Spatial Planning and Land Affairs,
9 from the Office of Public Health, 6 from
the Regional Disaster Management Agency,
and 2 from the Ministry of Manpower and
Immigration. According to Table 3, most sam-
ples come from the departments in charge of ed-
ucation, national unity and politics, and social
services.

Component : Indicators : Questions : Scale Source
i Transparent procedure H :
cuments
Fraud prevention 20 Likert Pope (2013)
Implementation of 30 Likert Willem (2012)
e-procurement
Internal control s 12 Likert Palupi and Santoso (2017)
nd communication information

 Monitoring
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3. RESULTS AND DISCUSSION

Table 4 shows the descriptive statistics. According
to the results, the dependent variable, fraud pre-
vention, consists of 20 questions, with a mean
score of 4.45 and a standard deviation of 0.2368.
The mean value for the independent variable -
the implementation of e-procurement — was 4.23
with a standard deviation of 0.1272 and a total of
30 questions. A total of 12 questions about inter-
nal control produced a mean score of 4.37 and a
standard deviation of 0.1504. The variables fall in-
to the high category because they operate efficient-
ly and well.

Table 4. Descriptive statistics

Variable Mean Star?da.rd
: Deviation
_E-procurement implementation (IE) | 423 Loz
Internal control (IC) 4.37 0.1504
Fraud prevention (FP) . 445 | 02368

In order to assess whether the research model un-
der consideration can be assessed and whether it
is accurately modeled, measurement utilizing the
outer model is used (Hair et al., 2014). The variables
that describe the result are compared in Table 5.

Table 5 demonstrates that there is enough infor-
mation to evaluate the hypotheses. If the AVE val-
ue is larger than 0.50, the model is deemed good
and sufficient (Garson, 2006). As observed, the
AVE is more than 0.50 for every variable employed
in this investigation. As a result, every variable has
been deemed legitimate and complies with the re-
quirements. The Cronbach’s Alpha method, which
is frequently employed for testing questionnaires,
is the methodology utilized in reliability testing.
The reliability of a study questionnaire is deter-
mined by Cronbach’s Alpha score, which must be
more than 0.7 (Hair et al., 2014). The composite
reliability indicates that all variable values result
in a composite reliability value of more than 0.70,
indicating that all of the study’s assertions are tak-
en to meet the criteria. A statement has good de-

Table 5. Validity and convergent reliability

Innovative Marketing, Volume 19, Issue 4, 2023

pendability within its particular construct and the
measurement instruments are consistent when its
Cronbach’s Alpha score exceeds 0.70. The PLS al-
gorithm and bootstrapping in SmartPLS version
3.0 are shown in Table 6 since the feasibility data
were allowed.

Table 6. PLS path algorithm and bootstrapping

Path Coefficient

Path | ‘P-Values

. T-Statistics
(Original Sample)
S i OB il BB 3000
IC > FP 0.352 2.785 0.012

Note: |IE = E-procurement implementation; IC = Internal
control; FP = Fraud prevention.

Table 6 shows the statistical results for determin-
ing the path coefficient and significance level. The
predicate is deemed significant if the p-value is
less than 0.05 and the t-statistics are higher than
the t-count. However, when validating hypotheses,
the study considers the path coeflicient value. The
two hypotheses are accepted based on the findings.

The result for the first hypothesis shows that the
test yielded findings of t-count > t-table, or 7.652 >
1.997, with a significance level of 0.000 < 0.05. H1 is
accepted, demonstrating that the use of electronic
procurement has a significant influence on reduc-
ing fraud in the purchase of goods and services.
This finding is consistent with the stewardship the-
ory, which explains that to carry out government
activities, it is necessary to be accountable for each
of them, including the procurement of goods and
services; thus, e-procurement, or technology-ena-
bled systems, benefit from value transparency and
efficiency. These findings are consistent with Ilham
et al. (2017), who found that e-procurement imple-
mentation significantly reduces fraud in purchasing
goods and services. Furthermore, the adoption of
e-procurement affects fraud prevention (Rustiarini
etal., 2019). Lintangsari et al. (2017), Septiawan and
Ningsih (2020), and Wicaksono et al. (2017) also
support this. This demonstrates how vital fraud
protection in acquiring goods and services is to de-
ploying e-procurement.

© Cronbach’s Alpha | Composite Reliability

Variables Average Variance Extracted (AVE)
E-procurement implementation (IE)
nternalcontrol (1C)
Fraud prevention (FP) 0.736

0928 . e 0288
R
0.855

http://dx.doi.org/10.21511/im.19(4).2023.16
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The second hypothesis postulates that internal con- government actions to the public or interested par-
trol significantly affects fraud prevention. The test tiesin order to prevent fraud caused by intentions or
results showed that t-count> t-table, 2.785 > 1.997, opportunities. This supports Palupi and Santoso’s
and a significance value was 0.012 < 0.05. According  (2017) assertion that internal control significantly
to the stewardship theory, H2 is accepted, indicat- reduces fraud prevention. Ilham et al. (2017) indi-
ing that the influence of internal control on fraud cate that internal control has a considerable positive
prevention is considerable. E-procurement needs impact on fraud prevention. Additionally, this find-
to be encouragement with excellent and effective ing supports Lintangsari et al. (2017), Jalil (2018),
internal controls in assuming responsibility for all and Akbar (2019).

CONCLUSION

The goal of this study was to ascertain how internal control and e-procurement affect the incidence of
fraud in the purchase of goods and services. The results show that e-procurement implementation has
a considerable impact on fraud prevention. Fraud can be prevented to a greater extent with the success-
fully implemented e-procurement. The e-procurement of goods and services is a system that benefits
from technology related to transparency and efficiency. It must be handled responsibly when carrying
out government activities.

Furthermore, internal control influences fraud prevention while procuring goods and services. Therefore,
the more effective the internal control, the less likely fraud will occur while purchasing products and
services.

This study contributes to regional work units (SKPD) in Indonesia by ensuring that fraud prevention
will be maximized by utilizing the capital budget. Even while it is occasionally true that low budget ab-
sorption results from spending plans and operational procedures that are not up to par, this can be less-
ened with effective fraud prevention. In order to determine the extent to which the state civil apparatus
and the number of human resources who have the authority to implement procurement of goods and
services influence budget absorption, additional independent variables, such as the role of the state civil
apparatus and the number of human resources, are anticipated to be able to be added in future studies.
In order to produce more reliable and thorough research results, future studies should also increase the
sample size.
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