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Iryna Varis (Ukraine), Oleksiy Subochev (Ukraine), Oleh Voloboiev (Ukraine)

SOCIAL ENGINEERING IN THE
INTERNATIONAL HR CONTEXT:
DIGITAL INFLUENCE MECHANISMS,
ETHICS, AND INTERVENTION
TYPOLOGY

Abstract

The digital transformation of human resource management has intensified interest in social engineering
to influence employee behavior within HR practices. The relevance of this study arises from the need
to systematize the forms of such influence, particularly in the context of the growing use of digital tech-
nologies that increasingly perform behavioral and regulatory functions. The article aims to develop a
systematic approach to analyzing social engineering in HR management by proposing an original typol-
ogy of targeted influence forms, exploring digital implementation mechanisms, and identifying ethical
boundaries for such interventions. The object of the study is social engineering practices in human
resource management systems. The methodological framework integrates an interdisciplinary approach,
content analysis, theologization, and critical evaluation of ethical criteria for influence. As a result of the
study, a five-component typology of social engineering in HR (cognitive-behavioral, emotional, norma-
tive-cultural, communicative, and organizational-structural vectors) is proposed, and digital influence
tools are systematized. Four key ethical criteria were also identified for assessing the acceptability of
such interventions. The practical value of the study lies in the potential to apply its results in develop-
ing ethical HR policies, implementing behavioral audit tools, and fostering a culture of digital security
within organizations. HR professionals can use the proposed typology to design adaptive strategies that
balance influence effectiveness with employee autonomy preservation.

Keywords social engineering, HR management, digital transformation,
behavioral influence, ethical boundaries, organizational culture,
cognitive mechanisms, digital HR technologies

JEL Classification M12, D91, 033

I. O. Bapic (Ykpaina), O. B. Cy6oues (Ykpaina), O. A. Bomo6oes (Ykpaina)

COUIAJIBHUN IHXKVMHIPUHT
Y MDKHAPOJHOMY HR
KOHTEKCTI: HM®POBI
MEXAHI3MMU BIUVIMBY, ETMIKA
TA TUITOJIOTTA IHTEPBEHIIIN

AHoOTauiA

Lndposa TpanchopMaliis yIpaBIiHHs EPCOHATIOM 3yMOBI/IA 3POCTAHHS iHTEpeCy A0 COLiaTbHOTO
iHXXMHIPMHTY K iHCTPYMEHTY BIUIMBY Ha IIOBE/IiHKY IIpalliBHUKIB y Mexkax HR npakTuk. AKryanbHicTh
MOCTIDKEHHsT BU3HAYAETHCS n0Tp66010 y cucTeMaTusanii cbopM TAaKOI'O BIUIMBY, 30KpeMa B yMOBax
NOMPEHHA IMPPOBUX TEXHONOTIi, AKi Jiefiami yacrille BUKOHYIOTb MOBEiIHKOBY Ta PETYIATUBHY
¢dyHKIio. MeToio cTaTTi € POpMyBaHHA CUCTEMHOrO IiIXOAY /10 aHa/Ii3y COLia/IbHOTO IHXXMUHIPUHTY
B HR MeHeKMeHTI IUIAXOM PO3pO6/IeHHs aBTOPCHKOI THIIONOTI pOPM Iji/IeCIpsAMOBAHOTO BIUINBY,
TOCTiKeHHA IMPPOBUX MeXaHi3MiB X peasisallii Ta BM3HAYeHHA eTUYHMX MEX JOMYCTUMOCTI Ta-
Kux inTepBeHuiil. O6’€KTOM JOCTIKEHHS BUCTYIAIOTH COLIOiH)KEeHEePHi BIUIMBM B CUCTEMi yIpaB-
JIHHS 1IepCoHanoM. MeToponoriuHy 6a3y CTaHOB/IATb MDKAMCLMIUIIHAPHMIL IifXij, KOHTEHT-aHai3,
MEeTOJ, TUIIOZOTi3allil Ta KpUTUYHMII aHa/i3 eTMYHMX KpUTepiiB BI/MBY. B pesynbTaTi mposesieHOro
HOCTIKEHHs aBTOPY 3aMPOIOHYBA/IN I ATUKOMIIOHEHTHY TUIIOJIOTi0 COLia/IbHOrO iHXXMHIPMHTY B
HR (KOrHiTMBHO-TIOBEiHKOBMIT, eMOIIHIII, HOPMATUBHO-KY/IBTYPHIIL, KOMyHIKATHBHNIT, OpraHiza-
L{ifHO-CTPYKTYPHMIT BEKTOPH), CUCTEMATU3yBaIN IMPPOBI IHCTPYMEHTH BIUIMBY, @ TAKOXK BUOKPEMMU-
JIM YOTUPYU K/TIOYOBi €TMYHi KpuTepii /1 OL[iHIOBaHHA JJOIyCTUMOCTI TaKuX BTpydaHb. [IpakTnina
LI{HHICTD JOCIIIKeHHsI TIO/IATA€ B MOXK/IMBOCTI 3aCTOCYBaHHsI Pe3y/IbTATIB /sl pO3POG/IEHHS OTITUK
©TUYHOTO YIIPABJIiHHA TIePCOHAJIOM, BIIPOBA/PKEHHSA IHCTPYMEHTIB MOBEIiHKOBOTO ayAuTy Ta GopMy-
BaHHSA Ky/IbTypu LppoBoi 6e3nexn B oOpraHizaiisax. 3alponoHOBaHY TUIIONIOTI0 MOYKHA BUKOPMCTATI
st mobyposu agantusHyx HR cTpareriii 3 ypaxyBanHsM 6amaHcy Mk eeKTUBHICTIO BIUIUBY i 36e-
Pe>XXeHHAM aBTOHOMii paljiBHIKa.

conjianpHnit imxunipuar, HR Menemxment, undpposa
TpaHchOpMallis, MOBeAIHKOBUII BIUIMB, €TUYIHI MeXi,
opraisaliifiHa Ky/1bTypa, KOTHiTHBHI MexaHismu, nudposi HR
TEXHOJIOTi1

M12, D91, 033

KawouoBsi cioBa

Knacudikauia JEL

45



Social and Labour Relations: Theory and Practice, Volume 15, Issue 1, 2025

INTRODUCTION

The digital transformation of labor in the context of globalization fundamentally changes the nature of
socio-labor relations. Automation of processes, the implementation of artificial intelligence, the spread
of platform-based employment, and remote work formats transform not only the tools of personnel
management but also the very nature of interaction between employee and employer. In this context,
there is a growing tendency to use behavioral management strategies based on the analytics of digital
footprints, employee experience management, and the application of soft influence mechanisms.

The phenomenon of social engineering — a systematic approach to designing and implementing mecha-
nisms that influence employee behavior to achieve predictable outcomes in organizational activities - is
becoming particularly relevant in this environment. In the modern HR context, social engineering goes
beyond the narrow understanding of it as merely a tool for manipulation or informational intervention.
Instead, social engineering increasingly manifests as an institutionally embedded practice through digi-
tal behavior assessment platforms, gamified motivation systems, algorithm-driven performance man-
agement, and behavioral indicators in HR analytics.

These processes emerge at the intersection of several scientific and practical fields - behavioral econom-
ics, social construction, digital management, and international economics. The concepts of choice and
behavioral strategies, which are actively implemented in the personnel policies of multinational compa-
nies, aim to foster a culture of productivity, engagement, and loyalty with an emphasis on sustainable
development, inclusivity, and digital flexibility.

On a global scale, social engineering is becoming not only a tool for influencing employees but also an
element of economic competitiveness for countries and companies, as it enables effective management of
human capital across transcultural teams, digital hubs, and virtual organizations. At the same time, there
is a growing need for critical reflection on such strategies’ potential social, ethical, and legal consequences.

Considering this, the study of social engineering as a contemporary tool of global HR management is
highly relevant. It enables the analysis of recent transformations in personnel management approaches
and the formulation of practical recommendations for balancing efficiency, ethics, and social responsi-
bility in the context of the digital economy.

1. LITERATURE REVIEW

lighting differences between academic and public
interpretations. The author identifies key seman-

The study of social engineering in global HR man-  tic markers — “manipulation,” “cybercrime,” and

agement and behavioral economics is increasingly
relevant in the context of digital transformation
across all organizational processes. Ukrainian re-
searchers have contributed significantly to its con-
ceptual basis, emphasizing its role in cybersecuri-
ty, behavioral management, and the development
of digital culture. Integrating behavioral econom-
ics, HR management, and information security,
this interdisciplinary perspective highlights the
need for a systematic review of recent Ukrainian
research.

Bondarenko (2025) analyzes social engineering
in modern scientific and media discourse, high-
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“information-psychological operation” and traces
their relevance during the Russian-Ukrainian war,
focusing on how cyber engineering and disinfor-
mation operate as parts of IPSO strategies. The
study also emphasizes that social engineering his-
torically evolved as an applied field for construct-
ing technological social models.

Kudinova et al. (2023) view social engineering as a
tool for shaping new social realities and managing
societal processes. They outline its methodological
principles and compare them with experimental
economics, highlighting key conceptual differences
in approaches to influencing the social environment.

http://dx.doi.org/10.21511/slrtp.15(1).2025.04
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Yudin et al. (2021) examine social engineering as
part of information warfare and influencing in-
dividual and collective consciousness. They sub-
stantiate their methods and use in digital environ-
ments for psychological impact, emphasizing the
role of computer graphics, ICT, and international
experience in applying these techniques and de-
veloping countermeasures.

Zhmurko (2024) sees social engineering as a key
vector of modern cyberattacks that exploit the
human factor to access information systems. The
article systematizes phishing, vishing, and pretex-
ting methods and analyzes their impact on busi-
ness continuity and organizational security. The
author stresses the need for a comprehensive re-
sponse combining technical, managerial, and edu-
cational measures, including cybersecurity train-
ing and algorithms for detecting social attacks.

Maznyk and Drahan (2024) examine the role of
cybersecurity specialists in developing HRM sys-
tems during digital transformation and rising cy-
ber threats. The study highlights the need to in-
tegrate cybersecurity into personnel management,
training, information protection, and compliance.
The authors stress the importance of interdisci-
plinary training for security analysts, especially
on social engineering, insider threats, digital eth-
ics, and building a cybersecurity culture.

In examining the impact of digital transformation
on global HR management and behavioral eco-
nomics, Ohnivchuk (2024) highlights the human
factor as a key vulnerability to social engineer-
ing. The author argues that purely technical mea-
sures are insufficient and supports practical train-
ing through realistic social engineering simula-
tions. Similarly, Orel and Smahliuk (2023) stress
the need for a comprehensive digital HR strategy.
Ohnivchuk’s approach to training complements
this by addressing human error and manipula-
tion risks, making simulation programs essential
for safeguarding HR processes, data security, and
operational stability.

Petrova and Barash (2024) argue for rethinking
HRM approaches in light of digital transforma-
tion, which changes employment structures, job
nature, and behavioral models. They stress the
growing need for ecosystem and human-centered

http://dx.doi.org/10.21511/sIrtp.15(1).2025.04

strategies that address the socio-psychological im-
pact of digital technologies and the risk of employ-
ees losing control over their professional future.

Chernyushkina et al. (2023) analyze principles for
building strategic HR engineering amid digital
transformation. They define the structure of HR
strategy, its functional subsystems, and develop-
ment stages, stressing the need for a Digital HR
strategy that adapts to business changes. The au-
thors also emphasize aligning HR strategy with
digital challenges and anticipating internal and
external shifts.

A review of foreign studies shows growing scien-
tific interest in the ethical, behavioral, and secu-
rity aspects of digital transformation, especially
regarding Al, digital nudging, and social engi-
neering. These works take an interdisciplinary ap-
proach, covering HR changes and cybersecurity,
and offer conceptual models, frameworks, and
practical solutions to strengthen ethics, transpar-
ency, and resilience in digital environments.

Dima et al. (2024) present a scoping review of 43
studies over 27 years on how AI affects HR activi-
ties and the roles of the HR triad (HR profession-
als, line managers, and employees). They sum-
marize key areas of AI influence - from routine
task automation to changes in the social aspects
of work - and stress the need for all participants
to adapt. The authors highlight research gaps, es-
pecially the lack of focus on interaction within the
HR triad, and propose an integrative framework
for future research.

Schmidt and Engelen (2020) present a systematic
review of the ethical aspects of nudging - behav-
ioral economics tools that influence choices with-
out bans or coercion. They analyze arguments for
and against nudging in terms of autonomy, trans-
parency, well-being, and legitimacy, examining
concepts like «manipulation», «paternalism», and
«choice architecture». The authors stress that the
ethical assessment of nudging depends largely on
context, purpose, and implementation method.

Valta and Maier (2025) systematically reviewed
126 studies on digital nudging. They developed a
taxonomy covering objectives, intervention types,
digital environments, and user impact. They pay
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special attention to technical tools that shape on-
line behavior, such as interface design, informa-
tion structuring, and visual cues. The authors also
highlight research gaps, including limited focus
on ethics, long-term effects, and personalization,
and suggest directions for future research.

Ruehle (2023) examines the moral permissibility
of digital nudging in the workplace, distinguish-
ing between justification and legitimization. The
author emphasizes that even benevolent nudges
must remain transparent, respect employee au-
tonomy, and be accountable. This ethical frame-
work helps prevent manipulation in digital HR
practices.

Spiekermann and Winkler (2020) propose a value-
oriented approach to developing digital technolo-
gies that embeds ethical principles into IT system
design. Instead of merely following formal guide-
lines, they stress the need to consider values like
dignity, autonomy, and justice at all stages of prod-
uct creation.

Riso et al. (2022) investigate the ethical challenges
of workplace digitalization, especially regarding
artificial intelligence, employee monitoring, and
algorithmic management. They emphasize the
need for transparency, employee involvement in
digital decision-making, and collective regulation
to protect dignity and autonomy in the digital age.

Birthriya et al. (2024) comprehensively review so-
cial engineering attacks such as phishing, vishing,
smishing, baiting, and pretexting. They classify
these attacks by influence methods, distribution
channels, and complexity, and analyze effective
prevention strategies like user training, multi-fac-
tor authentication, and behavior monitoring. The
authors emphasize that combining technical mea-
sures with greater user awareness is key to coun-
tering such threats.

Kolluri (2019) describes the concept of AI Sentry
- a system that uses artificial intelligence to detect
and neutralize social engineering attacks. Unlike
static approaches, combining behavioral analy-
sis, anomaly detection, and deception techniques
creates a more adaptive and proactive cybersecu-
rity model. The author emphasizes its potential to
counter dynamic threats.
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Hijji and Alam (2021) conducted a multivocal re-
view on the rise of social engineering cyber threats
during the COVID-19 pandemic. They analyzed
52 sources, including academic and grey literature,
to identify main attack techniques - phishing,
smishing, vishing, fraud, and spam - spread via
email, fake websites, and mobile apps. The study
discusses economic impacts and suggests solu-
tions such as Al, blockchain, and big data analyt-
ics to strengthen cybersecurity.

Bhusal (2021) classifies social engineering attacks
by interaction type and highlights the human fac-
tor’s vulnerability. The author notes that tradition-
al technical measures are often insufficient and
recommends combining education with security
policies. Salama et al. (2023) review attack types
such as phishing, vishing, smishing, and pretex-
ting, and analyze protection methods including
user training, multi-factor authentication, and be-
havioral monitoring. They emphasize combining
technical measures with user awareness to counter
threats effectively. Kamruzzaman et al. (2023) ex-
amine main attack types — phishing, baiting, pre-
texting, quid pro quo, and tailgating — and analyze
psychological principles like authority, urgency,
scarcity, and familiarity. They suggest technical
(antivirus, VPN) and behavioral (training, aware-
ness) measures for prevention. Grbi¢ and Dujlovi¢
(2023) show how ChatGPT can generate persua-
sive social engineering messages, lowering the
barrier for attackers, and stress the need for up-
dated cybersecurity strategies and user education.

Thus, the literature review shows that in the digi-
tal transformation era, social engineering is evolv-
ing from a narrow view as mere manipulation or
cyber threat to a multidimensional socio-techno-
logical phenomenon within HR management. The
analyzed sources demonstrate growing interdis-
ciplinary interest in its mechanisms through the
perspectives of behavioral economics, digital eth-
ics, information security, and HR analytics.

Ukrainian researchers mainly focus on the secu-
rity, psychological, and communication aspects
of social engineering, highlighting its role in in-
formation warfare, cyber threats, stress resilience,
and digital hygiene. In contrast, foreign authors
view social engineering as part of behavioral
management in digital HR, emphasizing ethical

http://dx.doi.org/10.21511/slrtp.15(1).2025.04
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boundaries, transparency, nudge design, analyti-
cal decision-making, and the evolving role of HR
in the Al era.

At the same time, both research traditions face the
challenge of fragmented studies and the absence
of a unified classification of social engineering
forms in HR, complicating the integration of ethi-
cal, organizational, and technological approaches
to shaping behavioral policy. Against this back-
ground, conceptualizing social engineering as a
functional HR tool becomes essential. Therefore,
this study aims to systematize existing methods
and develop an original typology as a basis for a
transparent, adaptive, and ethically grounded be-
havioral strategy in HR management.

2. AIMS

This study aims to develop a systematic approach
to analyzing social engineering in HR manage-
ment by creating an original typology of targeted
influence forms on employee behavior, investigat-
ing digital tools for implementing such influence
and identifying ethical criteria for the permissibil-
ity of social engineering interventions in the mod-
ern professional environment. The study develops
recommendations for HR practitioners, research-
ers, and regulators on the safe, effective, and ethi-
cally justified use of behavioral technologies in
personnel management.

3. METHODOLOGY

The study applies an interdisciplinary approach
that integrates concepts from behavioral econom-
ics, social psychology, digital ethics, and personnel
management. The researchers conducted a systems
analysis method to identify patterns of social en-
gineering manifestations in HR practices. Content
analysis reviewed scientific sources and classified
approaches to influencing employee behavior. The
researchers utilized the typology method to de-
velop an original model of social engineering types
in the HR field. At the same time, structural-func-
tional analysis helped determine the implementa-
tion of mechanisms in the digital environment. The
researchers critically analyzed regulatory docu-
ments (GDPR, ISO/IEC 27001) and scientific litera-

http://dx.doi.org/10.21511/sIrtp.15(1).2025.04

ture on digital ethics to identify ethical boundaries
of influence. The researchers applied a comparative
approach to contrast Ukrainian and international
contexts regarding the understanding and counter-
action of social engineering in HR.

4. RESULTS

Despite growing interest in studying social engi-
neering in related fields (cybersecurity, behavioral
economics, organizational psychology), there is a
lack of a systematized approach to examining its
forms and manifestations in HR management. The
literature review revealed several theoretical and
empirical developments that are fragmentarily
concerned with influencing personnel behavior but
do not offer a unified concept of social engineering
types within the HR function. This theoretical gap
necessitated the formation of an author’s typology.

Burda et al. (2024) analyzed 169 empirical stud-
ies on social engineering, covering 735 hypotheses,
and noted that most experiments only partly sim-
ulate real attacks and rarely consider the cogni-
tive characteristics of targets. They identify meth-
odological gaps, such as underestimating con-
text and variations in attack narratives, and call
for a deeper interdisciplinary approach. Social-
Engineer, LLC (2022) highlights the impact of
cognitive biases like authority bias, confirmation
bias, and herd mentality, which reduce critical
information perception. They stress integrating
psychological factors into cybersecurity strategies
and raising employees’ cognitive awareness as a
key prevention. Bei (2017) argues for applying be-
havioral economics to shape HR managers’ com-
petencies, presenting a model that links manage-
rial functions, professional skills, and behavioral
aspects, including steps for developing competen-
cies based on behavioral dynamics. Sazonova et al.
(2022) identify core organizational behavior fac-
tors and propose a conceptual managerial model
that aligns behavioral management with organi-
zational and individual needs. They emphasize
self-regulation, stress adaptation, and optimizing
communication during military aggression.

Déambean and Gabor (2021) examined the corre-

lation between emotional intelligence (EQ), stress,
motivation, and job satisfaction at a machine-
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building enterprise. They empirically confirmed
the key role of EQ in management, stress reduc-
tion, and productivity, establishing a positive link
between high EQ, job satisfaction, and perfor-
mance. Ahmed (2025) highlights the importance
of EQ in HR, noting that the ability to identify,
understand, and regulate emotions builds trust,
improves communication, resolves conflicts, and
boosts engagement. He also points out EQ’s impact
on recruitment, adaptation, motivation, and talent
retention. Motorniuk and Krokhmalna (2022) al-
so emphasize EQ as a crucial factor in personal-
ity assessment and HR management. They stress
the value of developed EQ for leadership, success
in global business, and mutual emotional under-
standing between employees and managers.

Tadesse Bogale and Debela (2024) systematically
reviewed organizational culture as a tool for over-
coming identification crises, analyzing 52 articles,
classifying cultural orientations, and highlighting
key dimensions and research gaps. They propose
directions for future studies to enhance culture
management. SHRM (2024) emphasizes orga-
nizational culture as a key factor for influencing
employee behavior and achieving goals, stress-
ing leaders’ roles in shaping values and maintain-
ing trust, engagement, and strategic effectiveness.
Stambulska and Peredalo (2022) examine corpo-
rate culture’s essence, components, typologies,
and influence on managerial functions and target
groups, identifying criteria such as culture type
and organization size that determine this impact.

Kimani (2023) conducted a desktop study show-
ing a positive link between effective internal com-
munication - transparent, two-way, leadership-
driven, and multi-channel - and higher employee
engagement. Leadership communication is cru-
cial for supporting interaction, with challenges in-
cluding information overload and language barri-
ers. The author recommends greater transparency,
two-way processes, and stronger leadership skills.
Fahmi (2024) also emphasizes the role of con-
tinuous communication for employee well-being,
trust, and skill development, noting that adapting
communication strategies is vital amid modern
work trends. Zakharchyn (2023) explores commu-
nication culture in HRM, analyzing its functions,
links to the social concept of HR, and the specifics
of communication during wartime.
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Zhanbo and Qiongyao (2021) emphasize studying
the structure of HR knowledge to optimize selec-
tion, training, knowledge management, and com-
petitiveness. They analyze its links to functional
levels, business processes, and logic, proposing a
four-dimensional HR Knowledge Framework and
Development Model (HRKFDM) covering func-
tional, environmental, process, and logical aspects.
This model shows knowledge distribution across
personnel levels and supports organizational
learning and key competencies. The Factorial HR
study (2021) highlights the role of HR functions
in shaping and transforming organizational struc-
ture. It examines functional, matrix, and division-
al structures, their impact on efficiency and strate-
gic performance, and stresses HR specialists’ role
in ensuring flexibility, adaptability, and alignment
with company goals. The study also outlines prac-
tical steps for structural change, including model
audits, management involvement, and internal
communication development.

Based on the analysis, several points stand out.
Researchers view cognitive factors as crucial for
understanding employee behavior, but most stud-
ies address them mainly in security or general be-
havioral management contexts (Burda et al., 2024;
Social Engineer, 2022). Researchers recognize emo-
tional intelligence as key for effective HR interaction
(Ahmed, 2025; Motorniuk & Krochmalna, 2022) yet
rarely position it as part of a broader influence sys-
tem. Scholars mainly discuss organizational culture
within management practice rather than as a dis-
tinct engineering type (SHRM, 2024; Stambulska
& Peredalo, 2022). Communication processes sup-
port trust and engagement, but their role as a sys-
tematic social influence tool remains underexplored
(Kimani, 2023; Fahmi, 2024). Organizational struc-
ture affects behavior design, yet classifications from
a social engineering perspective are still lacking
(Factorial, 2021; Zhanbo & Qiongyao, 2021).

Given the results of the systematic analysis of lit-
erature sources and the generalization of identi-
fied mechanisms of social influence on personnel,
Table 1 presents the author’s typology of social en-
gineering in HR management. The proposed clas-
sification covers five basic types of social engineer-
ing, each reflecting a distinct vector of targeted
influence on employee behavior through specific
tools and management practices.

http://dx.doi.org/10.21511/slrtp.15(1).2025.04
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Table 1. Typology of Social Engineering in HR Management: Essence, Tools, and Practical Manifestations

Source: Developed by the authors based on the results of generalization of scientific research.

Type of Social

. . Essence
Engineering

Key Tools Main Manifestations in HR

¢ Influence on thinking, perception, :
and behavioral patterns of :
personnel

Cognitive-Behavioral

Behavioral design, cognitive
analytics, bias testing, nudging

Candidate assessment by behavioral
indicators, gamification of training,
decision modeling

mechanisms

Regulation of emotional state
Emotional
employees

‘ i EQdevelopment, emotional
i and emotional interaction among i  leadership, wellbeing, stress

Emotional support, trust microclimate,
: empathetic leadership, burnout

management prevention

Shaping behavior through values,
symbols, rituals, organizational
norms

Normative-Cultural

HR branding, codes of ethics,
corporate rituals, onboarding

Socialization, corporate identity
formation, normative behavior
regulation

symbols

Managing the content and form
: of communication to shape
behavioral expectations

Communicative

Internal communication i
i strategies, chatbots, multichannel :
communication, storytelling

Two-way feedback, transparency of
decisions, unified information space

Influence through building
organizational architecture and
management structure

Organizational-
Structural

Project offices, matrix teams,
delegation, hierarchy changes,

Creating flexible teams, role
redistribution, increasing structural
adaptability

agile models

The proposed typology of social engineering in
HR, shown in Table 1, summarizes the author’s
generalization of current scientific approaches to
mechanisms of social influence on personnel be-
havior. Its novelty is distinguishing five integrated
vectors — cognitive-behavioral, emotional, norma-
tive-cultural, communicative, and organizational-
structural - each with specific tools and channels
within the HR function. This typology frames so-
cial engineering as a general socio-cybernetic phe-
nomenon and an applied HR tool. It can serve as a
foundation for further research, strategy develop-
ment, and practical interventions to shape desired
behavior, enhance communication, and transform
organizational culture in a turbulent environment.

The proposed typology outlines key directions of
organizational influence on employee behavior.
The effectiveness of each type depends on applying
specific psychological, informational, and mana-
gerial mechanisms that activate cognitive and
emotional responses and shape predictable behav-
ioral patterns within a given communication or
cultural context. Therefore, examining the main
social influence mechanisms through the lens of
behavioral economics, cognitive psychology, and
social engineering is relevant.

Implementing each type of social engineering in
HR involves specific psychological and informa-
tional mechanisms that trigger employees’ cogni-
tive, emotional, and behavioral responses. These
mechanisms help achieve management goals
by shaping perceptions, attitudes, and behav-
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ior. Researchers justify their use through mod-
ern interdisciplinary approaches - behavioral
economics, social psychology, and neuroscience
— which show high applied effectiveness in HRM
(Cantarelli, et al., 2018; Grensing-Pophal, 2020;
Hull, 2024).

The most common mechanisms of social influence
in HR practices are cognitive biases, emotional
triggers, and informational scenarios.

Cognitive biases are systematic deviations in
thinking that arise when people simplify deci-
sions in complex or uncertain situations. In HR,
such effects can be used deliberately - for example,
the anchoring effect in pay negotiations or fram-
ing in motivational messages — but can also dis-
tort management decisions through biases like the
halo effect or first impression bias. Cantarelli et al.
(2018) show that cognitive biases significantly af-
fect performance evaluation and that debiasing
interventions can reduce their negative impact.
Similar conclusions by Rastogi et al. (2022) high-
light the anchoring effect’s role and the impor-
tance of structured thinking in human-technolo-
gy interactions.

Emotional triggers activate specific affective states
that strongly influence trust, loyalty, and engage-
ment. They shape behavioral responses and foster
deeper connections in interpersonal and organi-
zational settings. Understanding these mecha-
nisms is key to building lasting relationships
and improving engagement strategies. Typical
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HR triggers include positive reinforcement (rec-
ognition, approval, symbolic rewards), messages
that evoke belonging (empathy, care), and gami-
fied or competitive elements to boost motivation.
Grensing-Pophal (2020) highlights that managing
emotional triggers is vital for employees’ psycho-
logical safety, while Bentley (2025) emphasizes
that conscious regulation of emotions supports
stable interactions and reduces reactive decisions
in teams.

Informational scenarios are structured ways of
presenting messages that align with how people
process information. In HR, they help format in-
ternal communication, neutrally or motivation-
ally, manage expectations (via framing, repetition,
social proof), and shape behavior through case
studies and success stories. Hull (2024) notes that
such scenarios ease new team adaptation and en-
sure message consistency. Modern HR platforms
like ChangeEngine provide ready-made tem-
plates to reduce cognitive load and improve clarity
(Rubin, 2025).

These mechanisms provide a practical foundation
for applying different types of social engineering
in HR, allowing for personalized behavior model-
ing, smooth adaptation, and stronger internal com-
munication. Recent studies and cases confirm their
scientific validity, supporting effective use without
violating ethical standards, autonomy, or dignity.
Their implementation increasingly relies on digital
tools: automation, algorithms, and data analytics
expand ways to influence behavior while maintain-
ing efliciency and scalability. HRMS, e-learning
platforms, recruitment chatbots, and behavior-
tracking systems are the main digital vectors.

Implementing social engineering in modern HR
increasingly depends on digital platforms and
tools that go beyond technical or administrative
functions. In behaviorally oriented HR, these tools
serve as channels of social influence to shape be-
havior patterns, adaptation strategies, communi-
cation models, and employees’ value orientations.
Digitalized HR processes create the infrastructure
for scaling, personalizing, and algorithmizing be-
havioral influence. These interventions integrate
into daily activities through interfaces, scripts, de-
cision scenarios, visual cues, and predictive HR
analytics. Key digital vectors include:
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« HRMS (Human Resource Management
Systems) - provide centralized management
of the employee lifecycle, recording behavior-
al metrics and supporting management deci-
sions based on evaluation algorithms;

o e-learning platforms - enable the design of
adaptation and learning trajectories embed-
ded with targeted emotional-cognitive con-
tent, facilitating the assimilation of knowledge
and organizational norms;

o recruiting chatbots — perform automated se-
lection and initial interaction with candidates
based on behavioral characteristics, influenc-
ing the formation of expectations and meth-
ods of self-presentation;

« employee behavior tracking systems - record
digital activity, emotional states, and interac-
tion frequency, creating a basis for managerial
intervention and deviation forecasting;

o HR analytics (People Analytics) - allows for
building individual and collective behavioral
profiles, identifying demotivation, turnover,
and conflict risks, and performing behavioral
targeting;

o digital internal communication platforms
(e.g., Slack, MS Teams, Workplace) - act as
mechanisms for cultural integration, where
standards of language, visual style, response
speed, and engagement volume are systemati-
cally normalized;

« survey and feedback services — use to prompt-
ly assess moods, climate, and trust, with sub-
sequent policies or interventions adjustment
according to target responses;

o virtual assistants with artificial intelligence
elements — model informational interaction
scenarios, enhance cultural and normative so-
cialization and ensure the constant presence
of behavioral standards.

Digital HR solutions perform technical functions
and act as tools of social engineering that influ-
ence employees’ thinking, emotions, attitudes, and
behavior. Their use creates new opportunities for
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behavioral management while improving efficien-
cy, adaptability, and ethical control. Purposefully
designed digital technologies extend beyond basic
HR support and serve as instruments of social in-
fluence that shape desired behavior, build loyalty,
support adaptation, and enable indirect control.
From this perspective, social engineering in HR
represents the construction of significant behav-
ioral patterns through digitally managed commu-
nication and information environments.

Such environments include HRMS systems that re-
cord employee actions and set activity standards;
e-learning platforms that educate through value-
oriented cases; chatbots that standardize commu-
nication style; tracking systems that enable building
individualized intervention trajectories; as well as in-
ternal corporate platforms that shape organizational
culture through language, tone, and repeated signals.

Giermindl et al. (2021) note that these tools subtly
shape behavior as “soft forms of control” through
algorithms embedded in digital systems, warning
about the risks of opaque standardization and emo-
tional influence even without direct managerial ac-
tion. HR analytics, in turn, predicts behavioral re-
sponses and helps organizations monitor and adapt
management decisions (Saling & Do, 2020). Banerjee
et al. (2025) add that digital HR data supports de-
signing behavioral-level management interventions.

Thus, digital HR tools - from analytical platforms
to communication environments — act as channels
of social engineering. HR professionals use them
to normalize, reinforce, and modify employee be-
havior, effectively creating a behavior-shaping in-
frastructure that integrates technology, manage-
ment, and applied psychology.

By integrating digital tools into HR practices, or-
ganizations significantly expand their capacity to
influence employee behavior - from designing
programmed adaptation trajectories to managing
algorithm-driven decisions and communication-
based influence. Traditional and digital forms of
social engineering — including behavioral design,
communication scripts, cultural norms, and emo-
tional triggers — directly affect employees’ choices,
evaluations, and motivation. These practices inev-
itably raise questions about the ethical legitimacy
of such an influence.
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As the arsenal of HR instruments expands, so
does the risk of ethical imbalance, particularly
when the boundary between promoting expected
behavior and manipulating employees becomes
blurred. As these tools of influence - digital or not
— evolve into fully operational channels of social
modeling, HR professionals must critically reflect
on transparency, consent, awareness, and the ac-
ceptable limits of influence in the workplace.

That is why the next logical step involves address-
ing the ethical boundaries of influence in HR by
answering key questions: What qualifies as ethi-
cal encouragement? What constitutes behavioral
pressure? Moreover, when does influence cross the
line into classical manipulation?

In the HR sphere, where traditional and digital so-
cial engineering tools are actively employed, the
line between ethical behavioral stimulation and
manipulative influence often remains blurred. The
use of nudging, behavioral design, personalization
algorithms, or tracking can generate positive ef-
fects on employee engagement and development
but also risks concealed pressure, limited auton-
omy, or the substitution of conscious choice with
predefined scenarios (Spiekermann & Winkler,
2020; Lembcke et al., 2019; Schmidt & Engelen,
2020).

Scientific approaches rely on several key criteria to
define the boundaries of permissible influence:

«  Awareness level. One of the key ethical indica-
tors lies in whether the employee knows they
are being influenced and whether they can
recognize the mechanism of that influence.
As Schmidt and Engelen (2020) point out, in-
fluence exerted through hidden cognitive trig-
gers without informing the individual violates
the principle of autonomy, even if the inten-
tion is favorable — a critical consideration in
the HR context, where work-related decisions
can have serious consequences.

o Voluntariness of Choice. The following crite-
rion is whether the employee has a real choice:
to accept or reject influence. Lembcke et al.
(2019) emphasize that the existence of alterna-
tives and the ability to refuse are crucial for
distinguishing behavioral nudging from ma-
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nipulation. In a corporate environment with
hierarchical pressure, voluntariness is easily
blurred, especially when implementing moni-
toring, rating, or gamification technologies.

o Transparency of purpose and means. Research
by Bruns (2021) and Meske and Amojo (2020)
shows that ethically acceptable nudging re-
quires transparency — employees must know
they are being influenced and understand the
purpose behind it. In digitalization, where
many influence mechanisms operate through
interfaces or automatically, transparency be-
comes a key factor in establishing legitimacy.

« Consequences for dignity and autonomy. The
final ethical criterion of influence involves as-
sessing its impact on an employee’s indepen-
dence and dignity. In a review by Meske, and
Amojo (2020), the authors emphasize that spe-
cific digital nudges - particularly opaque, in-
teractive, and behavior-dependent - can un-
dermine user autonomy. They classify these
interventions as potentially intrusive or ma-
nipulative because they alter behavior without
allowing room for conscious, voluntary choice.
In the HR context, this may result in employ-
ees losing subjective control over their career
paths, professional conduct, or decisions that
traditionally fall within personal discretion.

Our analysis shows that ethicality cannot be de-
fined solely by good intentions or organizational ef-
fectiveness in HR, especially with social engineer-
ing and digitalization. Instead, clear ethical bound-
aries must be set using a comprehensive approach.
Key criteria include employees’ awareness of the in-
fluence and its mechanisms, the availability of real
alternatives, transparency of goals and interfaces,
and respect for individual dignity and autonomy.

These criteria help distinguish ethical encourage-
ment from manipulative practices that managers
or technology designers might disguise as innova-
tion. This issue is especially relevant in digital HR,
where algorithmic decisions, automated prompts,
behavioral interfaces, and nudging tools increas-
ingly shape daily employee interactions. Such
influence shifts the balance between freedom of
choice and predetermined behavior, making it
harder to maintain ethical standards.
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In summary, ethical and social engineering in
HR is only possible if we adhere to voluntariness,
transparency, predictability of influence, and re-
spect for each employee’s autonomous choice.
Failing to uphold these principles erodes trust in
HR practices and can lead to formalized manipu-
lation disguised as organizational development.

5. DISCUSSION

The study’s findings systematize the forms of social
engineering in HR and conceptualize it as a mul-
tidimensional socio-technological process that
varies by cultural, legal, and economic context. In
the digital era, where organizations increasingly
shape behavior through algorithmic, emotional,
and communicative interventions, social engi-
neering becomes systemically significant, espe-
cially in HR at the intersection of national security
and global corporate challenges. For example, in
Ukraine, it is linked to hybrid aggression against
state institutions, while internationally, the focus
is on ethical data use, behavioral interventions,
and organizational accountability. This asymme-
try highlights the need for comparative analysis of
ethical frameworks and countermeasures in HR.

In Ukraine, experts often view social engineer-
ing as part of cyber threats linked to hybrid war-
fare. CERT-UA reports phishing campaigns that
use HR-themed emails to spread malware like
WRECKSTEEL, targeting government institutions
and critical infrastructure (Stahie, 2025). Russian
hackers also launch phishing attacks to compro-
mise Signal messenger accounts of Ukrainian users,
creating significant risks for HR departments that
handle sensitive information (Asokan, 2025).

Internationally, social engineering seriously
threatens corporate security, especially in HR. HR
departments are prime targets for phishing, vish-
ing, smishing, and pretexting because they handle
employee data. Attackers exploit human vulnera-
bilities — trust, fear, or helpfulness - to access con-
fidential information or systems, making these
techniques highly effective (Perception Point, n.d.).

To gain a comprehensive understanding of the

specific characteristics of social engineering in the
HR domain, it is essential to compare Ukrainian
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Table 2. Comparison of Ukrainian and International Approaches to Social Engineering in the HR Sphere

Source: Summarized and systematized by the authors based on Stahie (2025), Asokan (2025), Perception Point (n.d.).

Aspect Ukraine

International Context

Main Focus
warfare

Protection against state cyber threats and hybrid

Protection against cybercrime and insider threats

ing, smishing, pretexting

Role of HR

i Key player in preventing social engineering through
H training and security policies

Key Security Measures

Raising awareness, implementing security policies,
cooperation with government bodies

Regular training, phishing simulations,
implementation of multi-factor authentication

Regulatory Environment CERT-UA

Active involvement of government agencies such as '

Compliance with international standards such as
GDPR, ISO/IEC 27001

and international approaches, which differ signif-
icantly in focus, threat types, the role of HR de-
partments, and response strategies, as illustrated
in Table 2.

Approaches to social engineering in HR differ be-
tween Ukraine and the global context but share
similarities. In Ukraine, organizations focus on
defending against state-sponsored cyber threats,
while international companies prioritize protec-
tion from cybercrime and insider risks. Despite
these differences, HR plays a crucial role in cy-
bersecurity everywhere, underscoring the need to
train HR professionals and enforce strong security
policies.

Thus, regardless of the regional context, social en-
gineering challenges in HR require a systematic
response — both at the level of security strategies
and through daily management practices. These
issues become especially urgent in the context
of digitalization, which not only transforms HR
management tools but creates new vectors of po-
tential influence on employee behavior.

The digital transformation of HR processes has
fundamentally altered the technical architec-
ture of workforce management and introduced
new points of entry for social engineering influ-
ence. The most vulnerable areas to digital risks
and behavioral interventions include recruit-
ment, onboarding, learning and development,
performance evaluation, personal data protec-
tion, and the organizational culture of trust
(see Table 3).

As the table shows, the digital transformation of
HRM offers vast opportunities but creates new
risks for transparency, security, and trust. Digital
tools now shape not only administrative work-
flows but also the behavioral architecture of em-
ployees, influencing their decisions and interac-
tions. These developments raise critical ethical
questions: Where is the line between acceptable
motivation and manipulation? Which digital HR
practices respect autonomy, voluntariness, and
human dignity, and which violate these princi-
ples? Answering such questions requires referring
to current ethical and legal standards.

Table 3. Vulnerable Areas of HR in the Context of Digital Transformation and Social Engineering

Source: Compiled and systematized by the authors based on the conducted analysis.

Socio-Engineering

HR Area Digital Tools . Potential Risks
Mechanisms
Recruiting Al recruiters,‘chatt?ots, online Job framing, adapﬁve sglf— Informat‘ioq mgnipulaﬁoh, choice
B, .guestionnaires ¢ presentation, behavioral filters substitution, phishing
E-learning, onboarding Standardized norm transfer, role Unconscious adoption of cultural

Onboarding  modules, gamification
R analytics, digital dashboards,

Perfi Evaluati
criormance motenen _OKRsystems

LXP platforms, adaptive
learni igital co

Learning and

HRMS, account systems,

Data Protection . . . :
questionnaires, tracking :

Slack, MS Teams, social

Trust Culture )
reactions, surveys

framing, nudge scenarios

codes, passive loyalty

Activity monitoring, algorithm-

Behavioral normalization, emotional
exhaustion, self-censorship

based evaluation

Nudge design, automated
promotion scenari

i Restriction of individual development
ios i freedom, cognitive standardization

Behavioral targeting, non-

i Privacy violation, risk of discriminatory
: decisions

Normative activity signals,

Loss of authenticity, communication
formalization, covert control

reaction algorithms
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The digitalization of HR processes has opened
new horizons for influencing employee behavior.
However, these advancements also heighten the
risk of losing ethical balance. Today, social en-
gineering in HR goes far beyond predictive ana-
lytics — it actively shapes behavioral trajectories.
Organizations must establish clear boundaries be-
tween legitimate motivational influence and ma-
nipulative interventions.

The General Data Protection Regulation (GDPR)
is a key document defining legal limitations on
digital interventions. Article 22 states that in-
dividuals have the right not to be subject to a
decision based solely on automated processing,
including profiling if such a decision produc-
es legal effects or similarly significant conse-
quences for them (European Parliament, 2016).
In the HR domain, this directly concerns using
algorithms for employee evaluation, selection,
or ranking without adequate explanation or
the opportunity for appeal. The ISO/IEC 27001
standard also emphasizes the need to ensure in-
formation security, including the protection of
data confidentiality, integrity, and availability.
This standard requires organizations to estab-
lish precise access controls for personal infor-
mation and conduct risk monitoring, which be-
comes particularly relevant when using digital
HR platforms (ISO/IEC, 2022).

In this context, researchers can apply four core
criteria of ethical behavioral influence - aware-
ness, voluntariness, transparency, and preserva-
tion of autonomy. These criteria serve as a cross-
cutting analytical tool throughout the study:
initially, researchers examine them within the
academic discourse on the ethics of digital in-
fluence and subsequently interpret them within
the legal framework (GDPR, ISO/IEC 27001) as
normative guidelines that define the permis-
sible boundaries of behavioral interventions in
the HR domain.

o Awareness Level. Schmidt and Engelen (2020)
emphasize that influencing individuals
through hidden cognitive triggers without in-
forming them directly violates the principle of
autonomy. In HR, this issue becomes partic-
ularly critical when decisions have long-term
consequences for employees.
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e Voluntariness

of Choice. Winkler and
Spiekermann (2019) argue that the availability
of a genuine alternative serves as a key crite-
rion for distinguishing ethical nudging from
manipulation. In HR environments, hierar-
chical dependencies can distort the voluntari-
ness of employees’” decisions.

o Transparency of Goals and Means. In their
systematic review, Valta and Maier (2025) em-
phasize that only those digital interventions
that remain transparent to users — clearly
articulating their purpose and expected out-
comes and making the influence recogniz-
able - can be considered ethically acceptable.
Using opaque or behavior-dependent mecha-
nisms that lack explanation or intuitive un-
derstanding may significantly restrict individ-
ual autonomy, especially in HR, where digital
tools affect employee evaluation, communica-
tion, and career trajectories.

« Consequences for Dignity and Autonomy.
Valta and Maier (2025) also stress that certain
forms of digital nudging - exceptionally per-
sonalized, opaque, and behavior-dependent
techniques - can undermine user autono-
my, particularly when implemented without
clear communication of purpose and genu-
ine choice. The authors emphasize that such
interventions can modify a person’s behavior
without their full awareness, raising ethical
concerns about the loss of decision-making
control in the digital HR environment.

The examples above demonstrate that the bound-
ary between acceptable and risky behavioral HR
engineering remains fluid. It demands continuous
reevaluation of ethical criteria in light of the digi-
tal environment, legal frameworks, and employee
expectations. HR professionals must act as admin-
istrators of digital tools and as ethical facilitators
capable of maintaining a balance between effec-
tiveness and human dignity.

In this regard, an essential next dimension of analysis
involves examining the influence of the global con-
text on standards of digital personnel management.
Globalization expands the potential applications of
social engineering while simultaneously complicat-
ing the observance of ethical norms in multicultural
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and multilayered environments. This dynamic calls
for evaluating internal organizational aspects of digi-
tal HR interventions and the challenges of applying
universal technologies across diverse international
settings.

Globalization has significantly reshaped human re-
source management practices, accelerating the adop-
tion of digital HR tools, such as HRMS platforms, e-
learning systems, algorithmic recruitment solutions,
and behavioral analytics. Transnational corpora-
tions often design and promote these technologies
as universal solutions for the global labor market.
However, such universality does not always ensure
effectiveness or ethical neutrality in local contexts.

Firstly, local companies in countries with lower lev-
els of digital maturity often lack the infrastructure
and the qualified personnel necessary to implement
complex digital interventions, exacerbating digital
inequality in HR management. Riso et al. (2022)
notes that digitalization can create structural asym-
metries between large corporations and small enter-
prises, deepening disparities in access to personal-
ized HR solutions and protecting workers’ rights.

Secondly, implementing “universal” HR technolo-
gies does not always align with local cultural, legal,
and labor traditions. For example, acceptable behav-
ioral interventions in the United States may conflict
with privacy norms and labor autonomy in Europe or
post-Soviet countries. A study published in Frontiers
in Psychology emphasizes that integrating artificial
intelligence into HR practices requires cultural sen-
sitivity and adaptation to the organizational context;
otherwise, there is a risk of ethical conflicts and a
loss of employee trust (Dima et al., 2024).

Thirdly, as Deodhar et al. (2024) point out, global
companies are increasingly developing their ethical
frameworks for digital technologies, including social
engineering in HR. In contrast, local organizations
often rely on external regulations or lack any ethical
policy altogether, which creates asymmetry in gover-
nance and reduces the transparency of HR practices.

Although digital HR tools offer significant potential
to enhance management practices globally, imple-
menting them without considering the local context
can reduce effectiveness and deepen inequalities be-
tween global and regional labor market players.
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Given the rise of ethical challenges and digital asym-
metries, HR departments must go beyond simply
adhering to integrity standards when applying social
engineering methods - they also need to build an en-
abling organizational environment. Such a shift in
HR responsibilities requires expanding traditional
roles to include proactive information security mea-
sures and increasing employee digital awareness in
today’s digital economy. Accordingly, one of the key
transformational roles of HR professionals involves
fostering a cybersecurity culture as an integrated ele-
ment of organizational culture and human resource
management strategy.

As digital risks and cyber threats grow, building a cy-
bersecurity culture has become an IT function and
a new area of responsibility for HR. Organizations
increasingly recognize employees as active agents of
information security, not just passive objects. This
recognition calls for integrating cybersecurity prin-
ciples into training programs, onboarding processes,
and behavioral management policies.

According to Dima et al. (2024), HR professionals in-
creasingly shape responsible digital behavior, orga-
nize cybersecurity awareness training, and help en-
force access policies for corporate systems. Their role
goes beyond introducing technical restrictions - they
also develop behavioral norms that reduce the risk of
human error in security incidents.

Moreover, Riso et al. (2022) emphasizes that the key
elements of cybersecurity culture include transpar-
ent data handling procedures, regular communica-
tion about digital threats, and fostering trust in digi-
tal systems. In this approach, the HR department
acts as a facilitator between strategic leadership, IT
teams, and employees, maintaining a balance be-
tween efliciency, control, and digital human rights.

The modern HR function must not only respond to
cybersecurity challenges but also proactively shape a
digital culture in which employee behavior becomes
the first line of defense.

The formulated recommendations build logically on
the analytical findings of the study and aim to ex-
pand the managerial, academic, and regulatory tool-
kit for addressing social engineering in HR practices.
These proposals take into account the complex na-
ture of the phenomenon, which involves both the
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risks of digital interaction and the potential for con-
structive influence on employee behavior within eth-
ically regulated processes.

The recommendations target key stakeholders - HR
professionals, management structures, research-
ers, and policymakers - considering the context of
digital transformation, security challenges, and the
growing importance of behavioral architecture in
human resource management.

For HR professionals and management teams:

o Design and implement digital awareness pro-
grams to educate employees about social engi-
neering methods, including phishing simula-
tions, cybersecurity hygiene practices, and cog-
nitive resilience against manipulative influence.

« Institutionalize ethical standards for behav-
joral influence in HR practices, emphasizing
goal transparency, voluntary participation, and
protection of employee autonomy in algorithm-
driven management environments.

o Integrate information security functions into
HR processes through ongoing collaboration
with cybersecurity specialists, particularly when
developing access policies, processing personal
data, and assessing digital risks.

For business and corporate governance:

o Promote the development of Digital HR strate-
gies that treat the human factor as a key point
of digital vulnerability and a source of organi-
zational resilience to socio-technological threats.

o Use algorithmic and Al-driven HR solutions
within ethical and legal responsibility boundar-
ies, ensuring decision-making model transpar-
ency, the right to appeal, and privacy protection.

o Conduct ethical audits of behavioral HR in-
terventions, especially in recruitment, perfor-
mance evaluation, and corporate training, to
prevent covert forms of digital coercion or
discrimination.

For the academic community:

«  Deepen interdisciplinary research on social en-
gineering in HR by integrating perspectives
from human resource management, behavioral
economics, cognitive psychology, information
security, and digital ethics.

o Develop typologies of socioengineering influ-
ence in organizational settings by distinguishing
between constructive, motivation-oriented prac-
tices and destructive, manipulative strategies.

Analyze the cultural and legal diversity in how
behavioral interventions in HR are perceived
across different countries to design universal yet
adaptable approaches to digital regulation.

For government bodies and regulators:

o  Create legal and regulatory frameworks that de-
fine the acceptable use and boundaries of socio-
technological tools in personnel management
while respecting autonomy, transparency, and
digital integrity standards.

o Establish precise accountability mechanisms
that hold organizations responsible for the con-
sequences of socioengineering attacks — particu-
larly regarding data breaches, information secu-
rity violations, or covert employee profiling.

o Promote the development of national ethical
codes for the HR sector that regulate behavioral
digital practices in an era of increasing algorith-
mic management.

CONCLUSION

This article demonstrates that social engineering in the HR domain represents a multidimensional phe-
nomenon that includes cognitive, emotional, communicative, cultural, and structural mechanisms for
influencing employee behavior. The literature review reveals a lack of a unified approach to classifying
socioengineering practices within human resource management, which prompted the development of
an original typology of social engineering in HR functions.
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The proposed typology identifies five fundamental vectors — cognitive-behavioral, emotional, norma-
tive-cultural, communicative, and organizational-structural - each associated with relevant managerial
influence tools. The study also systematizes key psychological and informational mechanisms of influ-
ence, including cognitive biases, emotional triggers, and informational scripts.

The study pays particular attention to the role of digital HR technologies as infrastructural carriers
of social engineering. HRMS systems, e-learning platforms, chatbots, tracking, and analytics services
increasingly shape the behavioral architecture of employees. This transformation opens new opportu-
nities for personalized management but raises ethical concerns regarding the boundaries of acceptable
influence, algorithms’ transparency, and personal autonomy preservation.

The analysis identifies the key ethical criteria for socioengineering practices in HR: the degree of awareness
of the influence, the voluntariness of choice, the transparency of objectives, and the preservation of employee
dignity. The study also outlines the differences between Ukrainian and international approaches to social
engineering in HR, considering the contexts of security, legal regulation, and digital maturity.

Future research may focus on empirically validating the typology of social engineering, developing methods
for evaluating its effectiveness, and designing tools for ethical auditing of behavioral HR interventions.
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