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Abstract

The modern industrial revolutions have significantly influenced social and political 
landscapes, prompting critical inquiries into the security and integrity of socio-eco-
nomic systems, particularly in the context of military confrontation. This paper inves-
tigates the role of disruptive technologies associated with Industries 3.0, 4.0, and 5.0 in 
safeguarding socio-economic systems amid the ongoing russian war against Ukraine. 
The paper highlights how modern technologies have bolstered system resilience and 
adaptability by examining progress in green energy, transport transition, and the 
development of digital infrastructure and services before the war. Green energy and 
transport technologies have been instrumental in decentralization, energy networking, 
compensating for energy losses, and mitigating disruptions caused by the war. The 
proliferation of electric vehicles and the expansion of charging infrastructure have 
significantly reduced the potential impact of aggression, facilitating evacuations and 
supporting essential services during fuel shortages. Digital technologies have played a 
crucial role in ensuring continued access to education, employment, and communica-
tion, thereby strengthening societal resilience and reinforcing human capital, a key 
factor in socio-economic system security. This marks a shift from a technocratic to a 
system-synergistic, human-centered security model, where human capital becomes a 
core determinant of resilience, and technologies evolve from mere tools into integral 
elements of a sustainable socio-economic structure. Nevertheless, challenges related 
to technological dependencies, such as supply chain vulnerabilities and cyber threats, 
require further investigation in future research.

Leonid Melnyk (Ukraine), László Vasa (Hungary), Oleksandr Kubatko (Ukraine),  
Inna Koblianska (Ukraine), Pavlo Hrytsenko (Ukraine)

Contribution of modern Contribution of modern 

industrial revolutions  industrial revolutions  

to securing socio-economic to securing socio-economic 

systems during the war systems during the war 

against Ukraineagainst Ukraine

Received on: 21st of February, 2025
Accepted on: 5th of June, 2025
Published on: 1st of July, 2025

INTRODUCTION

Nowadays, society is undergoing a pivotal phase transition towards a nov-
el socio-economic paradigm, commonly referred to as the digital econo-
my. Industries 3.0, 4.0, and 5.0 constitute the underpinning framework of 
contemporary reality, delineating the ongoing digital transformation of 
socio-economic structures and significantly shaping the prevailing politi-
cal discourse. The Industry 5.0 concept primarily shapes contemporary 
social and political landscapes. Technologies characteristic of Industry 
4.0 and Industry 5.0 are fundamentally changing the dynamics of society. 
This transformative trajectory raises pertinent inquiries regarding the in-
tegrity and security of socio-economic frameworks under these evolving 
circumstances, including scenarios of military confrontation. 

Transformations of national economies brought by digital technolo-
gies, which operate on a vast scale, introduce significant uncertainty, 
constituting the primary source of vulnerability for socio-economic 
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systems. While these technologies hold the potential to usher in an era of abundance, they also harbor 
the capacity to disrupt established systems. Researchers are actively investigating the impact of disrup-
tive technologies on states’ resilience in the face of global competition, including their implications for 
military capabilities. However, there remains a notable gap in the literature regarding states’ capacity 
to withstand military confrontation amidst the influence of these technologies. Therefore, there is a 
pressing need to investigate the security implications for socio-economic systems amidst this transi-
tion to the digital economy. Notably, for Ukraine, these security challenges are especially acute due to 
the russian war against independent Ukraine. Consequently, analyzing the Ukrainian case presents an 
opportunity to illustrate how disruptive technologies may safeguard societal systems in conditions of 
military conflict.

The study aims to investigate the role of Industries 3.0, 4.0, and 5.0 in safeguarding socio-economic sys-
tems during digital transformation amidst ongoing russian military aggression against Ukraine.

1. THEORETICAL BASIS

There is a notable transformation and reconcep-
tualization of the notion of security. This evolu-
tion entails an expanded understanding of secu-
rity, characterized by several dimensions. Firstly, 
security extends beyond national boundaries to 
encompass the security of groups and individuals, 
thereby broadening its scope downward. Secondly, 
it expands vertically from national security to in-
clude the international or supranational physical 
environment, thereby transcending the confines 
of the nation-state to embrace global concerns 
such as environmental sustainability. Additionally, 
security broadens horizontally to encompass new 
forms and spheres of security, ranging from mili-
tary to political, social, economic, ecological, or 
human realms.

The security of socio-economic systems within 
the context of digital transformation has increas-
ingly garnered attention from scholars, particu-
larly those focusing on national security and the 
potential threats digital technologies pose. The 
specific threats to national security include: es-
calating societal dependence on digital technolo-
gies, the transnational nature of technological 
advancements, the potential loss of state control 
over technology proliferation and communication 
networks, economic and social upheaval, and the 
resultant challenges posed to security institutions 
(Wells, 2019). Additionally, concerns encompass 
techno-nationalism (Manning, 2019), pandemic, 
cybersecurity, terrorism, counterterrorism mea-
sures (Vasilyeva et al., 2021; Kuzior et al., 2022), 
the rise of techno-authoritarianism, and the for-

tification of totalitarian regimes (Albert, 2020). A 
prevalent theme in this discourse is the recogni-
tion of digital technologies themselves as sources 
of conflict, given their transformative impact on 
the global economic and geopolitical landscape 
(Jarzębowski et al., 2024). Significant structural 
changes precipitated by digital technologies pro-
mote uncertainties concerning both develop-
ment trajectories and national security (Zámek 
& Zakharkina, 2024). Moreover, while digital 
technologies offer enhanced efficiency in military, 
economic, and informational operations, these 
benefits also generate security risks (Zhou, 2024; 
Ponomarenko et al., 2024).

Digital technologies can propagate democratic 
values and knowledge, diminish governmental in-
fluence on business operations, and advance stra-
tegic objectives such as market openness, scien-
tific advancement, and technological innovation 
(Gompert, 1998). 

Industrial revolutions profoundly influence the 
three core elements of national security – economic, 
political, and military (Heath, 2020; Priyadarshi et 
al., 2024). Furthermore, the advent of digital trans-
formation introduces a pivotal information com-
ponent to this triad, which assumes fundamental 
significance. Technologies associated with digital 
transformation not only expand but also redefine 
the concept of security, particularly by deepening 
its informational aspects. Consequently, digital 
technologies’ security and vulnerabilities emerge 
as critical concerns. An exemplary manifestation 
of digital transition and movement to “society 3.0”, 

“society 4.0,” and “society 5.0” is vivid through the 
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examination of user query data sourced from the 
Google platform within the domain of Law and 
Government (Figure 1). The data effectively eluci-
date the shifting trends in the relative prevalence 
of pertinent search inquiries spanning a two-de-
cade timeframe on a global scale.

This multifaceted understanding of security re-
flects a concrete manifestation of the concept of 
Common Security, which emerged in response 
to the challenges posed by nuclear weapons 
(Rothschild, 1995). This paradigm shift entails a 
transition from a state-centric understanding of 
security to a human-centric approach, where the 
core focus lies on ensuring the biological and exis-
tential security of individuals, encompassing free-
dom from fear and want, as well as considerations 
of rights, dignity, and well-being (Saith, 2008; 
Dobrovolska et al., 2024; Springs, 2024).

During the initial months of the war, Ukraine’s 
economy endured substantial losses, accompa-
nied by significant casualties among the country’s 
populace. Widespread violence has engulfed 10 re-
gions of Ukraine. Over 8 million people were com-
pelled to relocate within the country, while an-

other 6 million fled Ukraine altogether. Just over 
4.3 million non-EU citizens, who fled Ukraine 
as a result of russia’s war of aggression against 
Ukraine, were under temporary protection in the 
EU (Eurostat, 2025). The disruption caused by the 
conflict led to estimates suggesting that 40-50% of 
Ukraine’s economic potential was either destroyed 
or severely hampered within the first two months 
of the war (Samaeva, 2022). Half of the country’s 
enterprises shuttered completely, while those still 
operational faced significant challenges. Further 
details on the socio-economic ramifications of 
russian aggression are outlined in Table 1.

Moreover, the transformation in the conceptu-
alization of security leads to a diversified per-
spective on the role of modern technologies in 
safeguarding various aspects of socio-economic 
systems. It is observed that Fourth Industrial 
Revolution technologies play a pivotal role in fa-
cilitating cleaner production and enhancing food, 
energy, and environmental security (David et al., 
2022; Odhiambo, 2019). These technologies are 
also implicated in the onset of the affluence era, 
exerting profound effects on the economic sphere 
of social life (Burton & Moore, 2024; Maatallah, 

Note: * Numbers represent search interest relative to the highest point on the chart for the given region and time. A value of 
100 is the peak popularity for the term. A value of 50 means that the term is half as popular. A score of 0 means that there 
was not enough data for this term.

Figure 1. Interest over time for search queries “society 3.0”, “society 4.0”, “society 5.0”*,  
worldwide, Law & Government category
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Table 1. Indicators of Ukraine’s losses because of russian aggression for the period  
from February 24, 2022, to May 12, 2022 

Type of losses Indicator

Power system losses

Number of de-energized settlements, units 868

Number of consumers who lost electricity, persons 700 thousand

Share of lost capacity of power systems, % 30-40%

Loss of alternative energy capacity
SES (industrial), % 30-40

SES (industrial), MW 1,120-1,500

SES (private), % 20-24

WEIGHT, % 67

WPP, MW 1,120

Bioenergy, % 10-15

Power grids:

high-voltage (110-150 kV), km 100

regional (35 kV), km 600

local (<35 kV), km 1,000

Number of destroyed oil depots, units 27

Loss of transport infrastructure

Damaged roads, km 30 thousand

The lost railway network, km 6,000 (23%)

Damaged bridges 

railway, units 40

automobile, units 300

Destroyed or damaged civilian airports, units 12

Sea and air transport blocked, % 100

Killed or injured in the performance of duties of transport workers, persons over 500

Losses to transport infrastructure, USD billion over 90

Loss of social infrastructure

Destroyed or damaged:

housing stock, million sq.m. 35

educational institutions, units 1,000

medical institutions, units over 620

kindergartens, units about 600

administrative buildings, units 85

religious institutions 102

Consequences for the population
Died, persons 3,580

Injured people 3,820

Dead children and people 227

Injured children and people 420

Internally displaced people, millions of people 8

The number of people who left the country, million people 6

The proportion of people who lost or suspended work,% 30-50%

Economic losses

Destroyed or lost due to occupation:

enterprises, units 210

warehouses, units 160

sown agricultural areas, % 10

loss or suspension of economic potential, % 30-40

loss or suspension of work, % 30-50

Note: Compiled based on Holovne in UA (2022), Interfax-Ukraine (2022), Pryschepa (2022), Sheremet (2022).
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2024; Dobrovolska & Kolomiiets, 2024). For in-
stance, 4IR technologies contribute to waste re-
duction, increased productivity, and informed nu-
trition decisions, thereby advancing food security 
objectives (De Amorim et al., 2019). Additionally, 
renewable energy technologies mitigate technical 
inefficiencies and energy supply risks, reducing 
import dependence and energy instability caused 
by price fluctuations and imports (Bigerna et al., 
2021). While 4IR technologies can potentially alle-
viate poverty, unemployment, and inequality, they 
also pose inherent risks. These technologies are 
reshaping the global economy, with implications 
that extend to both positive and negative conse-
quences for economic security (Asghar et al., 2020; 
Heath, 2020). Rymarczyk (2020) offers a compre-
hensive summary and systematization of digital 
technologies’ potential benefits and risks. Notably, 
for developing countries, 4IR challenges are inter-
twined with issues such as policy implementation, 
corruption, low policy effectiveness, and mistrust 
(Asghar et al., 2020).

To sum up the theoretical basis section, it is neces-
sary to state that there is a vivid potential of digital 
technologies to bolster national security through 
enhanced communication capabilities, data pro-
cessing efficiencies, and the increased openness 
facilitated by these technologies.

2. RESULTS 

System security is conventionally associated with 
the absence of hazards, its protection from a range 
of threats, and the system’s capacity to maintain 
operational functionality despite adverse con-
ditions. Two key properties are fundamental to 
ensuring system safety: resilience, denoting the 
system’s ability to withstand negative influences, 
and restoration, signifying its capacity to return 
to optimal operational parameters (homeosta-
sis) following exposure to adverse factors. Socio-
economic system (SES) security denotes its capac-
ity to sustain operational functionality in the face 
of adverse internal and external influences, facili-
tated by protective measures applied to its compo-
nents and its ability to counteract such influences. 
Figure 2 illustrates critical parameters upon which 
the security of socio-economic systems depends. 
Every socio-economic system constitutes a mul-

tifunctional structure encompassing numerous 
subsystems and their respective security compo-
nents. A triadic perspective of socio-economic sys-
tems security arises from the interplay of three de-
terminants: material (encompassing technical re-
sources, energy provision, financial reserves, etc.); 
informational (encompassing the level of techno-
logical innovation, the pace of economic processes, 
the intellectual capital of human resources, etc.); 
and synergetic (about communication efficiency, 
transactional velocity, and the integration of pro-
duction and consumption networks). Material fac-
tors primarily facilitate the system’s capacity for 
energy accumulation and transformation during 
operational activities. Informational factors play 
a pivotal role in the perception and processing 
of information, directing energy potentials and 
facilitating the system’s self-organization across 
spatial and temporal dimensions. Synergetic fac-
tors are instrumental in coordinating the actions 
of subsystems and ensuring effective communica-
tion at the supersystem level. The advent of succes-
sive industrial revolutions (Industries 3.0, 4.0, and 
5.0) and their associated innovative advancements 
significantly influence the mechanisms and tools 
employed to safeguard socio-economic systems’ 
(SES) security. 

The ongoing transition towards a digital paradigm 
unfolds across three distinct phases: Industries 3.0, 
4.0, and 5.0. These epochs are intertwined, exert-
ing mutual influence and collectively shaping the 
trajectory of societal evolution.

The third industrial revolution (Industry 3.0) de-
notes a significantly diminishing the adverse im-
pact on the Earth’s ecosystems, based on transi-
tion towards renewable energy sources and ma-
terials, widespread adoption of additive manu-
facturing technologies, the interconnectivity of 
production systems, digitalization of data, the 
establishment of horizontally structured pro-
duction and consumption frameworks, and the 
emergence of solidarity-based and additive eco-
nomic relations. The positive sides of the additive 
economy are related to the reduction in energy/
resource intensity, dematerialization of produc-
tion, sustainability of production and consump-
tion, and implementation of the Internet of 
Things. The negative sides of the additive econ-
omy are related to higher risks of information 
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vulnerability and the risk of losing control over 
cyber-physical systems. While acknowledging 
the seriousness of risks such as manipulation, cy-
berattacks, and system failures, scholars contend 
that these risks are manageable.

The fourth industrial revolution marks the ascen-
dancy of cyber-physical systems in sustaining hu-
man livelihoods and preserving ecological equi-
librium on a planetary scale. Central to Industry 
4.0 are innovations such as the Internet of Things 
(IoT), the implementation of “smart” manage-
ment systems across enterprises, settlements, and 
administrative entities, and the evolution of the 

“cloud” as a ubiquitous repository and control hub 
for socio-economic processes. 

A defining component of Industry 4.0 and com-
munication platforms is responsible entrepreneur-
ship, which means operating in a social, environ-
mental, and ethical manner rather than focusing 
solely on financial performance. This approach 
prioritizes the responsibility of enterprises to so-

ciety and the environment. Businesses must con-
sider their activities’ impact on consumers, em-
ployees, the community, the environment, and 
other stakeholders. Responsible entrepreneurship 
includes the following aspects:

• social responsibility: enterprises must adhere 
to ethical standards, consider the needs of 
other stakeholders, contribute to the devel-
opment of local communities and society in 
general;

• environmental responsibility: enterprises 
should engage in environmental sustainabil-
ity, minimize the negative impact on the en-
vironment, use energy-efficient technologies, 
preserve natural resources, and reduce green-
house gas emissions;

• economic responsibility: businesses must op-
erate efficiently, ensure stability and profitabil-
ity, but at the same time take into account long-
term sustainability and social responsibility.

Figure 2. Key parameters affecting the security of socio-economic systems

SSEESS  sseeccuurriittyy

Number of links (subsystems) of system formation

Intervals of parameters within which the system and separate links can function 
(for example, quantity and quality of fuel, characteristics of the electric power, etc.)

Deviation of system parameters, within which the system can preserve its state without 
the implementation of functional activity, but with the possibility of returning to it

Critical deviations of system parameters can be fatal to the system's existence.

System performance parameters are critical to system performance 
(e.g., fuel, electricity, communications, Internet, etc.)

System performance parameters that the system can protect against or counteract 
(for example, disruption of one mobile operator can be compensated by a quick connection 

to another, and the loss of Internet connection can be eliminated by using StarLink)

Characteristics of key cycles in the functional activity of the system (for example, periods 
between refuelling, charging, maintenance, replacement of consumables, etc.)

Periods (optimistic and pessimistic) recovery of the system after possible violations
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Responsible entrepreneurship within Industry 4.0 
is designed to change how businesses operate, en-
suring a balance between profitability, social val-
ues, and environmental sustainability. This con-
tributes to the creation of a fairer and more sus-
tainable economic system that promotes the well-
being of society and the environment.

The more people contribute to the collective intel-
ligence system, the higher the load on the infor-
mation system. Analyzing large volumes of data is 
a complex task requiring complex tools for infor-
mation selection and analysis. This increases the 
risk of overloading the system and, as a result, er-
rors and inaccuracies.

Quality control. A democratic system of admit-
ting different levels of performers (including low-
skilled ones) to participate in the project can in-
crease the risk of obtaining low-quality results and 
reduce the reliability of collective work.

Herd mentality problems. The very style of collective 
activity creates an atmosphere of conformism, which 
can manifest signs of a herd mentality. This prevents 
the manifestation of a diversity of viewpoints. There 
is a security of the general following of a certain 
opinion. The generation of innovations is inhibited, 
and it can even lead to false results (if the common 
trend of thought turns out to be wrong).

Cognitive subjectivity. Despite all the wishes, it is 
difficult for many people to remain objective when 
evaluating certain events and facts. Because of this, 
they may show bias, in particular, conservative-
ness when considering current events or a tendency 
to conform to certain traditions inherent in local 
communities.

Coordination problems. The more complex the 
problem, the more difficult it is to coordinate the ac-
tivities of individual performers. Poor coordination 
can lead to duplication of efforts or, conversely, to the 
appearance of “white spots” (that is, areas of work 
not occupied by anyone). Consequences may also be 
inconsistency in co-contractors’ work, delay in deci-
sion-making, and an increase in the cost of work.

Ethical problems. The focus on openness may 
conflict with the desire to preserve copyright. 
Moreover, the attempt to observe equality in par-

ticipation can create ethical problems from the 
point of view of ensuring the principles of justice 
with different contributions of performers to the 
final result.

Technological barriers. Although modern tech-
nologies generally strengthen the implementa-
tion of collective intelligence, they can also cause 
certain problems: due to the difference in access 
to technologies, the level of digital literacy of co-
performers, and the inability to master the high 
complexity of the tools.

Redistribution of power. Due to an incorrect un-
derstanding of wikitechnological principles, there 
may be a temptation to take over the authority to 
influence other actors.

Cultural barriers. Cultural background and lan-
guage differences can create misunderstandings 
between participants and hinder effective com-
munication and cooperation.

Managing complexity. When solving complex 
problems, the wiki community may not have 
enough resources and knowledge to implement 
adequate solutions.

Although Industry 4.0 technologies have signifi-
cant potential benefits, their implementation is al-
so associated with the emergence of complex prob-
lems. Understanding the nature of these problems 
and the cause-and-effect relationships of their 
occurrence contributes to the development and 
application of tools of adequate collective intelli-
gence systems in terms of content and form.

Taking into account the active development of in-
formation and communication technologies and 
the availability of new opportunities for commu-
nication and cooperation, the main prospects for 
the development of wiki communities were for-
mulated. They open new directions of research.

Expanding opportunities for communication and 
cooperation. It should be expected that more and 
more users will unite around common interests, in-
dustries, goals, and projects. Facilitating a greater 
diversity of participants by profession, age group, 
and other criteria will create more opportunities for 
sharing knowledge, experiences, and ideas.
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Expansion of international communication. Com-
munication platforms of Industry 4.0 make it easi-
er for people from different countries and cultures 
to communicate and collaborate. Open access to 
knowledge and information opens up new oppor-
tunities for international exchange of experience, 
knowledge, and culture. Being open to different lan-
guages can help attract more participants.

Improving the quality of information. Implementing 
effective fact-checking mechanisms can help im-
prove the quality and credibility of information 
shared by participants. The creation of specialized 
wiki communities for different fields and interests 
will allow attracting experts from specific areas and 
developing deeper knowledge in these areas.

Promotion of innovation. Communication plat-
forms of Industry 4.0 can facilitate the exchange 
of new ideas and knowledge, which stimulates in-
novation. New technologies, methods, and solu-
tions can emerge thanks to the interaction of wiki 
communities, which can create prerequisites for 
the development of technology and society.

Expansion of business cooperation. Communication 
platforms can become a platform for developing 
business cooperation, exchange of experiences, and 

partnerships. Companies and startups can find new 
opportunities to collaborate and create innovative 
products and services.

Industry 5.0 heralds the phenomenon of human 
sociologization within a cybernetic milieu. This 
epoch prioritizes the development of the individu-
al’s social dimensions, the ascendancy of informa-
tion production and digital domains within pub-
lic spheres, the proliferation of creative economy 
domains, and the synergetic integration of human 
cognitive faculties with artificial intelligence. 

The pivotal contributions of contemporary in-
dustrial revolutions towards enhancing the se-
curity of socio-economic systems encompass 
several facets: streamlining system components, 
dematerialization of primary elements (pro-
duction means, labor objects, communication 
and storage facilities, consumable goods), the 
substitution of hazardous critical parameters, 
networking and decentralization of economic 
system components, cyberization of security 
monitoring mechanisms, reduction of energy 
and material consumption within economic 
systems, augmentation of individual unit auton-
omy and self-organization, and enhancement of 
workforce capabilities. 

Figure 3. Contribution of Industries 3.0, 4.0, and 5.0 to improving the SES security in wartime
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Table 2. Impact of Industries 3.0, 4.0, and 5.0 on the components of sectoral types of SES security  
in hostilities

Definition of the sectoral 
type of security

Types of major threats
Contribution of Industries 3.0, 4.0, and 5.0  

to improving security
1 2 3

Energy security

Energy security ensures 

uninterrupted access to 
energy resources in the 
required quantity at an 
affordable price.

• Destruction (loss) of material means 
of energy production

• Destruction (loss) of material 
means of production, processing, 
transportation, and storage of fuel

• Destruction of electricity transport 
and storage networks

• Increasing the price of components 
of production and consumption of 
energy

• Violation of the balance of production 
- electricity consumption

• Loss of performers capable of 
servicing energy facilities

• Political circumstances a negative 
impact on the energy sector

• Development of alternative energy sources and 
reduction of the number of production units

• Elimination of dangerous processes of production, 
processing, transportation, and storage of fuel

• Networking of production processes – consumption 
of the electric power with deconcentration and an 
increase in the level of autonomy, production units

• Improving the efficiency of energy storage systems with 
an increased battery life of the systems

• Improving the level of security monitoring of power 
systems

• Improving the efficiency of balancing systems of energy 
production

• Reducing the energy intensity of economic systems by 
reducing the need for additional energy production

• Increasing the financial stability of the sector

Transport security

Transport safety is the state 
of transport infrastructure, 
vehicles, and security 
components (energy, people, 
financial system) necessary 
to implement the functional 
activity of transport systems.

• Infrastructure violations
• Vehicle violations
• Problems with the power supply
• Violation of the information algorithm 

(logistics, traffic)
• Problems of staffing
• Problems of financial security
• Threat to objects of transportation 

(passengers, cargoes)

• Electrification of transport and elimination of 
dependence on fuel

• Dematerialization of transport operations based on the 
digitization of transportation objects and 3D-printing

• Logistics optimization (e.g., GPS-based)
• Traffic optimization
• Digitization of financial transactions
• Introduction of unmanned vehicles (in particular, 

drones)
• Remote training

Information security
Informational security – the 
state of protection of the 
socio-economic system 
(SES) from the violation of 
the information system that 
ensures the functioning 
and development of the 
SES, including through the 
prevention of unauthorized 
data handling

• Types of unauthorized data handling:
• data access;
• use;
• disclosure;
• curvature;
• change;
• study;
• record;
• destruction of information(data)

• Transparency of information about events (including in 
real-time)

• Horizontal data exchange networks with the elimination 
of intermediate links

• Timely prevention of threats and risks
• Code protection of information.
• Anti-hacking
• Advanced information about provocations and threats

Social security

Social security is protecting 
the interests of the SES 
(country, community, 
enterprise) and individuals 
who belong to it.

• Threats that arise:
• preservation and development of 

social structure and relations;
• ensuring economic well-being;
• preservation of the life support 

system;
• supported a socially full-fledged way 

of life;
• freedom of self-development;
• meeting the needs of present and 

future generations;
• healthy and informative environment.

• Preservation of national information unity
• Maximal non-cash livelihood (salary, pensions, 

scholarships) and payments for goods and services
• Free and prompt evacuation to safe regions (if 

necessary)
• Maximum organization of remote work
• Distance learning and provision of necessary medical 

services
• Maximum self-organization of citizens, volunteers, 

production teams, and military units
• Introduction of unconditional fundamental income 

bases (e.g., UAH 6,500 support)
• Development of information production and freelance
• Introduction to the basics of solidarity economy

These components, notably significant during pe-
riods of conflict, are depicted in Figure 2, illustrat-
ing the interplay of modern industrial revolutions 
in shaping the contours of SES security within the 
triadic framework during wartime scenarios.

This framework elucidates the intricate dynamics 
through which contemporary industrial revolu-
tions interact with socio-economic systems, un-
derscoring their profound implications for secu-
rity paradigms amidst evolving global contexts.
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The security of the socio-economic system de-
pends on the effective and uninterrupted opera-
tion of various sectors within the national econ-
omy. Consequently, the construct of SES security 
is underpinned by distinct sectoral categories of 
security, encompassing domains such as energy, 
transportation, and information. The precise for-
malization and quantitative assessment of the 
impact of industrial revolutions on the actual 
state of SES security amid the state experienced 
by Ukraine due to russian aggression pose con-
siderable challenges. Nevertheless, these indus-
trial revolutions make a substantial contribu-
tion to bolstering SES security, albeit difficult to 
quantify with precision. Table 2 provides defini-
tions of sectoral security types within SES, eluci-
dating their primary threats and the prospective 
influence of industrial revolutions on enhancing 
these security domains.

The initial months of conflict resulting from rus-
sia’s aggression against Ukraine have revealed that 
the strategic adoption of digital transition mea-
sures within the country’s economy, as influenced 
by industrial revolutions, has served to alleviate 
adverse impacts on socio-economic systems and, 
in certain instances, averted the destruction of 
pivotal components thereof. 

The magnitude of the socio-economic conse-
quences inflicted upon Ukraine by the war is 
undeniably staggering. However, these reper-
cussions could have been even more profound 
had the country not undertaken decisive mea-

sures in recent years to modernize its socio-
economic systems and lay the groundwork for a 
digital economy.

To align domestic energy infrastructure with 
EU standards, Ukraine embarked on a trajec-
tory to enhance its renewable energy capacity. 
Subsequently, the Energy Strategy of Ukraine un-
til 2035 was formulated to achieve a renewable en-
ergy share of 11% in the country’s energy balance 
by 2020 and a target of 25% by 2035. 

The proliferation of private SEs in households 
across Ukraine has been dispersed geographi-
cally, as illustrated in Table 3. This decentralized 
distribution played a significant and positive role 
in supplying households with electricity during 
the war, particularly when access to energy from 
centralized networks was disrupted. Beginning 
in early October 2022 and persisting throughout 
the autumn and winter of 2022/2023, Ukrainian 
critical infrastructure, including energy infra-
structure and residential areas, came under mis-
sile and drone attacks. These attacks resulted in 
widespread power outages nationwide, exacerbat-
ing shortages of essential provisions such as food, 
heating, and water (World Bank Group, 2023).

The russian aggression significantly damaged 
Ukraine’s “green” energy sector, particularly in re-
gions where fighting occurred, approximately 60% 
of wind farms and industrial solar energy instal-
lations are concentrated. Private SEs play a crucial 
and positive role during the war. Firstly, due to 

Table 3. Number of private solar energy stations (SEs) and electric cars (ECs) by regions of Ukraine *

Region
Number

Region
Number

SEs EC SEs EC

Kyiv 227 7338 Ternopil 3447 535
Odesa 1323 4840 Mykolaiv 853 489
Kyiv 2468 3833 Ivano-Frankivsk 2275 489
Kharkiv 679 3247 Donetsk 730 481

Dnipropetrovsk 6466 2746 Cherkasy 269 442
Lviv 1276 2239 Volyn 787 430

Vinnytsia 1173 977 Zakarpattia 2313 430

Zaporizhzhia 3744 880 Kherson 1752 256
Zhytomyr 789 804 Sumy 670 227
Poltava 646 674 Kirovohrad 1678 226
Rivne 562 662 Chernihiv 269 153
Khmelnytskyi 1641 533 Luhansk 92 50
Chernivtsi 1377 539

Note: * Built using Beloshytska (2022), Ukrainian Energetics (2022).
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their dispersion across the country, their damage 
rate was lower (approximately 24%) than industri-
al solar power plants. Secondly, unlike industrial 
installations that solely supply centralized power 
grids, private installations serve other vital func-
tions in wartime conditions. Paradoxically, de-
stroying a substantial portion of Ukraine’s “green” 
energy infrastructure had minimal impact on the 
country’s overall electricity supply. This is attrib-
uted to the simultaneous destruction of the coun-
try’s industrial complex, including energy-inten-
sive industries, resulting in an excess of energy 
production that cannot be immediately absorbed. 

Despite electric cars constituting less than 2-3% of 
Ukraine’s total road transport fleet, there is a nota-
ble trend towards increasing public awareness and 
adoption of this form of transportation. Over the 
past seven years, the number of electric cars in the 
country has surged nearly tenfold, as illustrated in 
Figure 4. 

Ukraine’s electric vehicle infrastructure has devel-
oped rapidly with the growing number of electric 
cars. In just one year, from 2020 to early 2022, the 
number of charging stations surged by 3.6 times, 
from 900 to 3,244, with the total number of charg-
ing terminals reaching almost 8,000. Remarkably, 
Ukraine ranks among the leaders in Europe con-
cerning the number of electric cars per charging 
terminal, rivalling the Netherlands and surpass-
ing Poland in this regard. Notably, approximately 
one-third of the charging stations in Ukraine offer 
high-speed charging capabilities (Autogeek, 2021). 
At least 100,000 refugees were estimated to be 

evacuated to secure areas, potentially saving thou-
sands of lives. Moreover, electric cars were crucial 
in sustaining urban and rural livelihoods during 
the crisis. Despite fuel shortages, electric vehicles 
were utilized intensively to transport critical cargo 
and passengers, ensuring the operation of public 
utilities, hospitals, shops, and pharmacies.

Ukraine’s relatively advanced state of information 
development has provided substantial support to 
the security of SES. Information systems within 
society have facilitated uninterrupted communi-
cation between individuals and preserved cohe-
sive social communities. Thus, the significance of 
Ukraine’s transition to a digital society before the 
onset of Russian aggression cannot be overstat-
ed. Table 4 illustrates key indicators demonstrat-
ing the level of informatization within Ukrainian 
society.

The impact of Ukraine’s information development 
became evident in the initial months of the rus-
sian aggression. Several noteworthy outcomes can 
be delineated:

• Despite spatial separation, citizens main-
tained stable communications via informa-
tion systems such as the Internet and mobile 
phones, preserving social cohesion and foster-
ing a sense of involvement in their state; 

• Information dissemination facilitated collec-
tive action and a unified atmosphere of coop-
eration, reproducing solidarity and synergis-
tic collaboration;

Figure 4. Yearly data on the number of electric cars in Ukraine
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• Existing information channels enabled the 
dissemination of crucial information, aiding 
in threat awareness and risk mitigation;

• Information networks were utilized to combat 
false narratives and propaganda disseminated 
by adversaries;

• Despite initial shock following the aggressor’s 
attack, most educational institutions’ remote 
classes resumed within a month, accommo-
dating students across different territories and 
countries;

• Information technology facilitated financial 
transactions in areas or times where cash set-
tlements were not feasible;

• Information systems were crucial in coordi-
nating logistics, dispatching work, and facili-
tating communication among various sectors;

• Digital infrastructure enabled the continued 
functioning of the IT sector, freelancers, and 
service industries during the war;

• Information networks supported the provision 
of essential medical consultations and services;

• Information systems provided ongoing con-
nectivity despite the challenges posed by the 

war, facilitating communication on national 
and global events for individual citizens.

In contemporary contexts, critical attributes such 
as individuals’ and teams’ capacity for self-or-
ganization, adeptness in working with informa-
tion, proficiency in operational situation analysis, 
and swift decision-making skills hold paramount 
importance. Human beings play a central role 
in ensuring the security of socio-economic sys-
tems, with the level of security contingent upon 
the knowledge, skills, competence, and executive 
capacity of the human capital comprising these 
systems. An essential metric reflecting society’s 
capacity for self-organization is the level of free-
lance activity.

3. DISCUSSION

The security of socio-economic systems (SES) 
constitutes a complex, multifaceted phenomenon, 
contingent upon several key properties, includ-
ing protecting its components from adverse fac-
tors, resilience against destruction processes, and 
the capacity to renovate activities post-violations. 
SES security is shaped by three primary factors: 
material, information, and synergetic influenc-
es. Modern industrial revolutions, encompassing 
Industries 3.0, 4.0, and 5.0, significantly impact 
the material, information, and synergetic process-

Table 4. Indicators of informatization of Ukrainian society* 

Indicator Value

Share of households with Internet connection, % 80

incl.
in urban settlements, % 86

in rural areas, % 66

comprising young families, % 99
Share of smartphone users, % (7 times higher than in 2013 – 9%) 66

During the war, StarLink began to operate (from 27.02.2022), and thousands of users connected daily 150
Mobile telephone users, millions of persons 39 (93% of population)
TV users, millions of persons 40 (95% of population)
Schools and hospitals have Internet access, thousands 10

Number of villagers having access to high-speed Internet, million persons 3,5
Number of main mobile operators, units (if necessary, mutual replacement is possible) 3 (97% connection)
Social network users among Ukrainians, %:
18-29 aged 93
30-49 aged 85
50-59 aged 74

above 60 years 37

Note: * Compiled based on Focus (2021), Horbik (2022).
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es underpinning SES security. Noteworthy con-
tributions to improving SES security include the 
reduction of system components, dematerializa-
tion of main elements, replacement of critical pa-
rameters, networking and deconcentration within 
economic systems, cyberization of security moni-
toring, energy and material consumption reduc-
tion, enhanced autonomy and self-organization, 
and improved skill sets, particularly relevant dur-
ing wartime. It has to be emphasized that, accord-
ing to Melnyk et al. (2019), the human labor entity 
has not changed up to Industry 4.0, which tries to 
replace human jobs and opens up AI and robotics 
technologies. 

Modern technologies are suggested to have signif-
icant positive effects on SES security in view of 
their material, informational, and synergetic bas-
es. Their contribution in transforming the mate-
rial factors of modern society and the function-
ing of the economy is most evident in the spheres 
of energy provision and ensuring proper mobility. 
Industry 3.0-5.0 technologies applied in the ener-
gy and transport sectors make the SES less ener-
gy intensive, less dependent on centralized facili-
ties and fossil energy supply, and more flexible in 
terms of balancing energy supply and consump-
tion. The research findings align with prior studies 
(Bigerna et al., 2021; David et al., 2022; Manning, 
2019; Rymarczyk, 2020), highlighting the role of 
disruptive technologies in securing energy sys-
tems and ensuring stable functioning against 
power disruptions. The Ukrainian case provides 
empirical evidence on the role of green energy and 
transport technologies in resource savings, decen-
tralization, and networking, compensating for en-
ergy supply losses at local levels and mitigating 
temporary disruptions.

Digital infrastructure and institutional efficiency 
support both digital transition and security, which 
was previously mentioned by Asghar et al. (2020), 
exemplified by Ukraine’s resilient information in-
frastructure during russian aggression. Industry 
3.0, 4.0, and 5.0 technologies’ contribution to the 
transformation of the informational basis of sys-
tem performance ensures SES’s resilience due to 
access to real-time data, horizontal communica-
tions, and transparent data exchange. Moreover, 
the implementation of modern technologies also 
affects social constructs, representing the syner-

getic pillar of a system. Technologies safeguard so-
cial relations and unity, the continuous provision 
of necessary financial flows, and essential public 
services. The role of digital technologies in provid-
ing access to education, work, and communication 
amidst the physical insecurity of these operations 
is crucial. This aligns with the notion of the advan-
tages of “openness” inherent in modern technolo-
gies (Gompert, 1998), albeit extending beyond it. 
Such accessibility shields society from failure and 
enhances human capital, crucial for safeguard-
ing SES (Melnyk et al., 2021). The efficacy of this 
accessibility relies on expertise, adaptability, and 
decision-making abilities. Ukraine’s embrace of 
freelance activity also exemplifies its self-organi-
zation and creative engagement capacity, further 
boosting the green and digital transition.

Ukraine stands out as a global leader in the num-
ber of freelancers per capita, consistently rank-
ing among the top five countries in recent years. 
The country’s rapid growth rate of freelancers is 
noteworthy, as the annual increase is more than 
30% (Freelancehunt, 2022). Another manifesta-
tion of self-organization is evidenced by the ap-
proximately 30% of workers who transitioned to 
remote work arrangements amidst a full-scale 
invasion (Samaeva, 2022). It is important to em-
phasize a crucial detail: freelancers are not merely 
individuals who self-organize their work. In most 
cases, freelancers engage in creative work, necessi-
tating continuous self-improvement, self-learning, 
and self-development. This fundamental principle 
aligns with the societal objectives of sustainable 
development, as articulated by the Fifth Industrial 
Revolution, spearheaded by the EU. Citizens of 
Ukraine actively participate in the “green” tran-
sition, investing in the development of renewable 
energy and acquiring electric vehicles, thereby fos-
tering an enabling environment for such changes.

An important aspect of the “green” transformation 
of the Ukrainian economy is the adoption of addi-
tive technologies. Ukrainian companies (“Infomir 
3D Printing”, “TitanEra”, “Flight Control”, and 
others) not only actively utilize ready-made 3D de-
vices but also develop their own. There is an active 

“green” transformation in the agricultural sector 
by implementing vertical farms and organic farm-
ing, with Ukraine ranking second in organic pro-
duce exports to the EU (Loshakova, 2021).



934

Problems and Perspectives in Management, Volume 23, Issue 2, 2025

http://dx.doi.org/10.21511/ppm.23(2).2025.67

A key achievement of Industry 4.0, the Internet of 
Things (IoT), is also gaining prominence in Ukraine. 
IoT structures have been deployed in major cities to 
facilitate simple operations such as utility consump-
tion monitoring. IoT has also been integrated into 
industrial and agricultural enterprises and is steadily 
approaching widespread household adoption. A log-
ical progression in this process is the application of 
these technologies in university laboratories, where 
future professionals are being trained to implement 
and operate IoT systems. One practical application 
of these technologies during wartime has been pro-
viding online educational processes in educational 
institutions (Greshta et al., 2023). These examples il-
lustrate the atmosphere in which human capital in 
Ukraine was being developed in the years leading up 
to the onset of full-scale war. Life in the digital en-
vironment naturally fosters the enhancement of hu-
man capital qualifications, significantly reinforcing 
people’s adaptability in times of conflict. 

In general, the study testifies to the positive impact 
of wide technology access on effective digital trans-
formation, which can bolster national resilience 
even during wartime. Furthermore, the proactive 

engagement of the nation in the “green” transition, 
characterized by investments in renewable energy 
and electric vehicles, reflects a dedication to promot-
ing environmental sustainability. Adopting additive 
technologies and the Internet of Things (IoT) also 
exemplifies Ukraine’s technological advancement, 
spanning applications from educational practices 
to domestic drone initiatives. These advancements 
underscore the evolving terrain of human capital de-
velopment in Ukraine, fortified by digitalization and 
technological fusion, thereby augmenting resilience 
and adaptability amidst wartime challenges and 
adversities.

Data availability and the fact that the paper was writ-
ten during the war is one of the limitations of the 
study, since not all information is available publicly 
yet due to national security reasons. Nevertheless, 
the conflict in Ukraine also underscored challeng-
es inherent in modern technological dependencies, 
such as disruptions to supply chains for technologi-
cal components, susceptibility to cyberattacks, and 
the proliferation of misinformation and propaganda. 
Addressing these challenges warrants careful consid-
eration in further research.

CONCLUSION

The study aimed to explore the role of Industries 3.0, 4.0, and 5.0 in enhancing the security of socio-
economic systems amid ongoing digital transformation and in the context of russian war against 
Ukraine. A comprehensive examination of the evolving conceptualization of SES, particularly the 
Ukrainian case and its wartime responses, reveals several key insights.

Modern industrial revolutions have shifted the understanding of socio-economic system security 
from a technocratic approach to a comprehensive model that prioritizes resilience, self-recovery, 
and flexibility. Emerging technologies strengthen the material component through energy decen-
tralization and transport digitalization; the informational component through threat monitoring 
and cyber defense; and the synergistic component through expanding remote work, self-organi-
zation, and digital services. These advancements enable greater adaptability to threats and create 
a new quality of SES functioning and security, especially in key sectors such as energy, transport, 
information, and social relations.

The progress of digital transformation within Ukraine’s economy has played a pivotal role in miti-
gating the war’s negative impacts and preventing irreversible economic setbacks. Notably, the de-
centralization and autonomization of energy systems and the adoption of green energy, particularly 
in the private sector, have enhanced resilience and economic activity at the household level, helping 
to reduce losses from physical destruction and ease the burden on national energy infrastructure.

The electrification of transport, digital logistics, and the deployment of unmanned systems and 
remote management tools have reduced risks related to the human factor, fuel dependence, and 
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infrastructure damage. As demonstrated in Ukraine, the widespread adoption of electric vehicles 
supported mobility during evacuations, compensated for fuel shortages, and sustained essential 
services in affected communities.

Moreover, the digitalization of the population and economy has significantly enhanced national infor-
mation security, ensuring the continued operation of key sectors such as enterprises, transport, infra-
structure, education, and healthcare. These developments help preserve the social fabric and maintain 
societal cohesion, even in conditions of displacement, infrastructure loss, and disinformation attacks.

Thus, disruptive technologies have proven highly effective in mitigating the adverse effects of military 
conflict on socio-economic systems in Ukraine. Their broader significance lies in catalyzing the emer-
gence of complex adaptive mechanisms that not only preserve functionality but also support systems’ 
capacity for self-renewal. This marks a profound transition from a technocratic to a system-synergistic, 
human-centered model of security, where human capital becomes a core determinant, and technologies 
evolve into integrated elements of sustainable socio-economic systems.
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