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Abstract
This study aims to test the effect of applying the model of the Committee Sponsoring
Organizations for enterprise risk management (COSO-ERM) on reducing fraudulent
financial reporting in commercial banks operating in Jordan. Furthermore, the study
identifies the role of each board of directors, audit committee, executive management,
human resource management, and internal audit as one of the corporate governance
mechanisms in enhancing the effectiveness of internal control systems.
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The study revealed an impact of applying the Committee of Sponsoring Organizations
model for enterprise risk management (COSO-ERM) on preventing fraudulent financial reporting, where it reached influence around 77.8% on the dependent variable
(fraudulent financial reporting). The study also found that each of internal control,
event identification, risk assessment and response, and control activities variables affects dependent variable (fraudulent financial reporting) in commercial banks operating in Jordan.
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INTRODUCTION
The importance of the internal control systems has recently become increasingly sensitive to the global financial scandals that have plagued
the world economy due to widespread fraud, financial and administrative corruption and unethical practices, which led to collapse of
major international business organizations. As a result, in 1985, the
National Committee for Dealing with Fraudulent Financial Reporting
(Treadway Commission) was established, consisting of five major professional associations in America, which are American Accounting
Association (AAA), American Institute of Certified Public Accountants
(AICPA), Institute of Internal Auditors (IIA), Institute of Management
Accountants (IMA), and Institute of Financial Managers (FEI). The
Committee studied the financial information reporting systems during the period 1985–1987. In October 1987, the Committee issued a
report entitled “Report of the National Committee for Preparation of
Financial Reporting” which led to establishment of the Committee of
Sponsoring Organizations (COSO), resulting in increased attention
to internal control systems to ensure that the objectives of economic
units are met by international professional sponsoring organizations,
especially the International Federation of Accountants (IFAC).
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In 1992, the Committee of Sponsoring Organizations issued COSO-Cube model to provide guidance
and strengthen internal control systems in organizations. This model was widely accepted by most
organizations around the world. Nine years after the model was issued, the Committee of Sponsoring
Organizations began to develop a mechanism for effective identification, assessment and management
of risk, so that organizations could improve risk management. The result was to develop the COSOERM model which focuses on risk rather than just control.

1. PROBLEM STATEMENT

internal control systems in identifying control
risks. Thus, internal control systems play an important role in enhancing the ability of the board
of directors and executive management to achieve
objectives of banks, protect the rights of shareholders and owners, and reduce fraudulent financial reporting that do not reflect the correct financial situation in business organizations, especially
in the banking sector.

The financial scandals, which have recently led to
collapse of major business organizations, reveal the
weakness of the internal control and risk management systems for many reasons, including the absence of the effective role of the board of directors
and the audit committees in supervising on management activities and internal control systems,
lack of good organizational structure that ensure
that the management sub-unit operates independently, weak regulatory activities and policies, over- 3. OBJECTIVE
lapping of powers, lack of clear plans and objectives,
OF THE STUDY
and poor accountability and continuous monitoring of internal control systems by stakeholders are This study aims to examine the impact of applythe reasons for weakness of internal control and ing COSO-ERM model on enhancing the effectiveness of internal control systems in reducing
risk assessment systems (IFAC, 2012).
fraudulent financial reporting, to assess the effecAccordingly, organizations are required to build tiveness of the internal control systems applied
effective internal control systems capable of pre- in banks by verifying the extent of applying the
venting fraud and corruption, as well as to obtain COSO-ERM model criteria, and to suggest approreasonable assurance that the reliable financial priate recommendations.
statement, efficient and effective operations, and
compliance with policies, laws and regulations
have been achieved.
4. THE HYPOTHESES
Thus, the problem statement of this study can be
summarized by the following key question: Does
applying COSO-ERM model prevent fraudulent
financial reporting in commercial banks operating in Jordan?

2. IMPORTANCE
OF THE STUDY

OF THE STUDY
The study hypotheses were built depending on the
COSO-ERM framework issued by the Committee
of Sponsoring Organizations, in addition to the
international audit standards No. 240 related to
fraud issued by IFAC. Based on the above, the
main study hypotheses were made:
H0:

Applying COSO-ERM model does not affect
reducing fraudulent financial reporting in
commercial banks operating in Jordan.

The importance of this study arises through the
adoption by many stakeholders in making their
investment and credit decisions on the quality of This hypothesis is divided into the following
the outputs of internal control systems, which are sub-hypotheses:
reflected in the accuracy and reliability of financial and non-financial reports. The external audi- H01: Internal environment does not affect reductor also depends primarily on the strength of the
ing fraudulent financial reporting.

108

Banks and Bank Systems, Volume 13, Issue 2, 2018

H02: Objective setting does not affect reducing
fraudulent financial reporting.
H03: Event identification does not affect reducing
fraudulent financial reporting.
H04: Risk assessment and response do not affect
reducing fraudulent financial reporting.

fraud at a significant level in the treasury accounts
section of the Kenyan banks. The study also
showed that the variable control activities ranked
first in the prevention and detection of fraud, followed by the risk assessment variable, they are followed by the monitoring variable and the regulatory environment variable.

Ayagre et al. (2014) assessed the control enviH05: Control activities do not affect reducing ronment and monitoring activities as a key element of internal control systems in accordance
fraudulent financial reporting.
with COSO-Cube model. The Guinean banks
H06: Information and communication system have effective internal control systems and indoes not affect reducing fraudulent financial dicate a strong control for the sub-components
of the control environment, such as the adminreporting.
istration’s support of moral values, integrity and
H07: Monitoring does not affect reducing fraudu- commitment to efficiency by employees, participation of all those involved in institutional conlent financial reporting.
trol and decision-making process, responsibilities and powers, and human resources policies.
The results also indicate that there are control
5. LITERATURE REVIEW
systems in Guinean banks in accordance with
Most studies related to internal control systems ac- the model mentioned.
cording to COSO, ERM and fraud have been surveyed. The study by Adebiyi Ifeoluwa Mary (2017) Ani Odunayo Boyepe (2014) pointed at a possibilaims at showing the impact of effective internal ity of preparing fraudulent financial reporting by
control on the management of mother and child Nigerian companies listed on the stock markets
hospital Akure in Ondo State. The result showed and showed a strong correlation between the comthat internal control had a significant impact on pany’s size and the preparation of fraudulent fithe management of government institutions. The nancial reporting and a strong correlation between
researcher also concluded that adequate internal fraudulent financial reporting and the weakness
control and strict adherence to management poli- of internal control systems and audit committees
cies should be maintained to ensure that the ob- making them ineffective in mitigating the risk of
jectives of the quasi-governmental organizations fraudulent financial reporting.
were met.
To highlight the role of the audit committees as
New study (Kehinde Adekunle Adetiloye et al., one of the corporate governance mechanisms
2016) aims to show the fraud prevention and inter- in preventing fraud, Mohammed and Dahdouh
nal control in the Nigerian banking system. The (2013) determined the role of audit committees in
results showed that internal control itself was ef- preventing fraud in Syrian corporate companies
fective against fraud, but not all employees were by focusing on control of establishing audit comcommitted to it, while secondary data largely sup- mittees. The study showed the audit committees
ported but was more reflective of the initial data, had an effect on preventing fraud Syrian corporate
and staff qualifications and technology are im- companies.
portant in various dependent variables. It is also
evident from the regression that technology-based The study by Abiola and Oyewole (2013) indicated that the internal control system at the Bank
fraud is important.
of Melat is able to reduce fraud and errors. Also,
Joseph Oguda Ndege et al. (2015) found a positive there is a relationship between the weakness of elrelationship between the effectiveness of internal ements of internal control systems and increase in
control systems and detection and prevention of fraud and errors. Similar study (Salehi et al., 2013)
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Ahmad and Norhashim (2008) point at a strong
correlation between elements of control environment and attitudes of employees towards making
frauds in Malaysian companies and also a strong
correlation between implementing an effective
internal control system, existence of an internal
audit department, clear distribution of functions
and powers, training and development of employees capabilities, monitoring the internal control
Ghosh (2013) pointed out that there is an impact system, and existence of a written ethical code and
of the internal control system, programs of pre- the attitudes of employees towards frauds.
venting fraud, and risk management on reducing
fraud risk. Rameli (2013) stated that high-volume,
high-profitability and complex companies pre- 6. METHODOLOGY
fer adopting an ERM framework to manage their
OF THE STUDY
internal and external risks more than small companies. Furthermore, adopting ERM framework This study depends on the analytical descriptive
significantly affects reducing fraudulent financial approach, which tries to describe a phenomenon,
reporting.
to reach the causes of this phenomenon and the
factors that control it, and draw conclusions for its
Algire (2013) tested the impact of the five com- generalization. The theoretical literature and the
ponents of internal control according to COSO- previous studies related to the internal control sysCube to assess the risk of internal control in tem and fraud have been reviewed. The data were
companies listed on the stock exchange of analyzed and compared by converting non-quanDamascus. The study found an effect of the five titative variables into measurable quantitative
internal control components on assessing the variables, in order to use them in testing hypothrisk of internal control in the sample compa- eses and show the results and recommendations of
nies. The study also revealed an effect of control the study, thus allowing for a scientific knowledge
environment on reducing internal control risks, of this effect by identifying the respondents and
including fraudulent financial reporting. The data that can be analyzed.
control activities variable also affected assessing internal control risk. Finally, the follow-up 6.1. Study sample and population
variable affected assessing internal control risk
in the surveyed companies.
The study society consists of all banks operating in Jordan. The sample of the study includes 21
The study by Al-Azmi (2012) aimed to deter- commercial banks operating in Jordan. The tarmine the role of boards of directors in apply- get individuals include the chairmen and meming internal control standards under COSO- bers of the boards of directors, general managers,
Cube and its effects on achieving objectives financial managers, directors and the staff of the
in Kuwaiti industrial companies. The study Internal Audit Department, and the directors of
showed a relationship between applying inter- Information Systems Departments. A total of 210
nal control standards including management’s questionnaires were distributed by 10 questionunderstanding of objectives of internal con- naires per bank. 160 questionnaires were received.
trol, the integration of internal control compo- After calculation, 12 of them were excluded due to
nents or parts, the effectiveness of each part of incomplete information and 148 questionnaires
the internal control structure, the efficiency of were adopted.
internal audit management, levels of using information technology and achieving the objec- 6.2. Statistical methods
tives of financial reports, compliance objectives,
and operational objectives in Kuwaiti industrial The study employs beta coefficient to test the effect
companies.
of each independent variable on the dependent
indicated a strong correlation between training
employees and detecting fraud, which means that
advanced training for employees will increase the
chance of detecting fraud, and also a strong relationship between the internal control system and
detecting fraud, which means that having efficient
internal control systems will increase the chance
of detecting fraud.
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variable, and R 2 to test the effect of the indepen- these variables in reducing fraudulent finandent variables together on the dependent variable, cial reporting in commercial banks operating
in Jordan. While two variables were excluded
by adopting the Multiple Linear Regression.
(information and communication system and
monitoring). The values of t-test significance
level (0.180 and 0.320, respectively) are statisti7. RESULTS
cally insignificant.

7.1. Testing the main hypothesis
of the study (H0)

The value of the coefficient β shows the degree of
the effect of the independent variable on the deThe hypothesis states that “Applying COSO-ERM pendent variable, where the value of the effect is
model does not affect on reducing fraudulent fi- 0.241 for internal environment variable, 0.233 for
nancial reporting” in commercial banks operating identifying objectives variable, 0.230 for risk assessment and response variable, 0.228 for control
in Jordan”.
activities variable, and 0.162 for setting objectives
To test this hypothesis, the researcher used variable. The greatest value of the effect is interMultiple Linear Regression analysis using the nal environment variable. This reflects an effective
Stepwise method to identify the effect of indepen- role for the Board of Directors and its committees,
dent variables on the value of the dependent vari- such as the audit committees in controlling the
able. Table 1 illustrates the results of testing this process of financial reporting.
hypothesis.
The value of R 2 indicates that the independent variTable 1 shows that the value of the relationship ables with their acceptable effects explain 77.8% of
between COSO-ERM model and the dependent the change in the dependent variable (fraudulent
variable (fraudulent financial reporting) in com- financial reporting). The results are consistent
mercial banks operating in Jordan is 0.882. This with the study by Ahmad and Norhashim (2008),
relation is statistically significant, and the test of which found a relationship between an effective
F gives 99.31 at the level of significance by 0.000 internal control system and reducing the risk of
and since the value of the level of significance is fraudulent financial reporting.
less than 0.05, this means that this relationship is
As a result, the researchers reject null hypothstatistically accepted.
esis and accept the alternative hypothesis, which
Table 1 also shows five independent variables states: “Applying COSO-ERM model affects rewhose effect has been accepted statistically. ducing fraudulent financial reporting in commerThis means that there is a linear importance of cial banks operating in Jordan”.
Table 1. Results of a multiple linear regression analysis to test the main hypothesis (H0)
Sig. t

t

β nonnormative

0.000

4.281

0.241

0.000

7.473

0.233

0.000

7.274

0.230

Control activities

0.000

6.495

0.228

Objective setting

0.000

9.409

0.162

Monitoring

0.320

0.998

0.042

Information and
communication

0.180

–1.346

–0.057

Independent variables

R

R2

F

Sig. f

Internal
environment
Event
identification
Accepted

Rejected

Risk assessment
and response

0.882

0.778

99.31

0.000

A

D.W

2.073
–0.342

Note: Independent variables were arranged according to their degree of influence on the dependent variable (descending order).
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7.2. Testing sub-hypotheses arising
from the main hypothesis
7.2.1. Testing the first hypothesis (H01) coming
from the main hypothesis, which states:
“Internal environment does not affect
reducing fraudulent financial reporting”.

the value of T is 0.000, which is less than 0.05. This
means that there is a linear importance for setting
objectives variable in reducing fraudulent financial
reporting in commercial banks operating in Jordan.

As a result, the researchers reject null hypothesis
and accept the alternative hypothesis which states:
“Objective setting affects reducing fraudulent fiTable 2 illustrates results of the first sub-hypthesis. nancial reporting”.
Table 2. Results of a simple linear regression
analysis to test the first sub-hypothesis (H01)
Independent
variable

β

T

Sig. t

Decision

Internal environment

0.241

4.281

0.000

Reject

7.2.3. Testing the third hypothesis (H03) coming
from the main hypothesis, which states:
“Events identification does not affect
reducing fraudulent financial reporting”.

Table 4 shows the results of Multiple Linear
The value of the coefficient β shows the effect of the Regression to measure the effect of Identifying
independent variable (internal environment) on the events variable in reducing fraudulent financial
dependent variable (fraudulent financial reporting), reporting.
where the effect’s value is 0.241. The value of T test
Table 4. Results of a simple linear regression
shows the linear significance of the independent vari- analysis to test the third sub-hypothesis (H03)
able in the linear regression model, where the value
of T is 0.000, which is less than 0.05. This means that
Independent
β
T
Sig. t
Decision
variable
there is a linear importance for internal environment
Events
0.233
7.473
0.000
Reject
variable in reducing fraudulent financial reporting identification
in commercial banks operating in Jordan.
The value of the coefficient β shows the effect of the
As a result, the researchers reject null hypoth- independent variable (events identification) on the
esis and accept the alternative hypothesis, which dependent variable (fraudulent financial reportstates: “Internal environment affects reducing ing), where the effect’s value is 0.233. The value of
fraudulent financial reporting”.
T test shows the linear significance of the independent variable in the linear regression model, where
the value of T is 0.000, which is less than 0.05. This
7.2.2. Testing the second hypothesis (H02)
means that there is a linear importance for identifycoming from the main hypothesis, which
ing events variable in reducing fraudulent financial
states: “Objective setting does not affect
reporting in commercial banks operating in Jordan.
reducing fraudulent financial reporting”.
Table 3 illustrates results of the second sub-hypothesis. As a result, the researchers reject zero study hypothesis and accept the alternative hypothesis,
Table 3. Results of a simple linear regression
which states: “Events identification affects reducanalysis to test the second sub-hypothesis (H02)
ing fraudulent financial reporting”.
Independent
variable
Objectives setting

β

T

Sig. t

Decision

0.126

9.409

0.000

Reject

The value of the coefficient β shows the effect of the
independent variable (objectives setting) on the
dependent variable (fraudulent financial reporting), where the effect’s value is 0.126. The value of
T test shows the linear significance of the independent variable in the linear regression model, where
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7.2.4. Testing the fourth hypothesis (H04) coming
from the main hypothesis, which states:
“Risk assessment and response do not affect
reducing fraudulent financial reporting”.
Table 5 shows the results of Multiple Linear
Regression to measure the effect of risk assessment
and response variable on reducing fraudulent financial reporting.
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Table 5. Results of a simple linear regression
analysis to test the fourth sub-hypothesis (H04)
Independent
variable
Risk assessment
and response

β

T

Sig. t

Decision

0.230

7.274

0.000

Reject

As a result, the researchers reject zero study hypothesis and accept the alternative hypothesis,
which states: “Control activities affects reducing
fraudulent financial reporting”.

7.2.6. Testing the sixth hypothesis (H06) coming
from the main hypothesis, which states:
The value of the coefficient β shows the effect of
“Information and communication system
the independent variable (risk assessment and redoes not affect reducing fraudulent financial
sponse) on the dependent variable (fraudulent fireporting”.
nancial reporting), where the effect’s value is 0.230.
The value of T test shows the linear significance Table 7 shows the results of Multiple Linear
of the independent variable in the linear regres- Regression to measure the effect of information
sion model, where the value of T is 0.000, which and communication system variable on reducing
is less than 0.05. This means that there is a linear fraudulent financial reporting.
importance for risk assessment and response variTable 7. Results of a simple linear regression
able in reducing fraudulent financial reporting in analysis to test the sixth sub-hypothesis (H06)
commercial banks operating in Jordan.
As a result, the researchers reject zero study hypothesis and accept the alternative hypothesis,
which states: “Risk assessment and response affect
reducing fraudulent financial reporting”.

Independent
variable
Information and
communication
system

β

T

–0.057 –1.346

Sig. t

Decision

0.180

Accept

7.2.5. Testing the fifth hypothesis (H05) coming
from the main hypothesis, which states:
“Control activities do not affect reducing
fraudulent financial reporting”.

The value of the coefficient β shows the effect of
the independent variable (information and communication system) on the dependent variable
(fraudulent financial reporting), where the effect’s
value is –0.057. The value of T test shows the linear
Table 6 shows the results of Multiple Linear significance of the independent variable in the linRegression to measure the effect of control ac- ear regression model, where the value of T is 0.180,
tivities variable on reducing fraudulent financial which is greater than 0.05. This means that there
reporting.
is no linear importance for information and communication system variable in reducing frauduTable 6. Results of a simple linear regression
lent
financial reporting in commercial banks opanalysis to test the fifth sub-hypothesis (H05)
erating in Jordan.
Independent
variable

β

T

Sig. t

Decision

0.228

6.495

0.000

Reject

As a result, the researchers accept zero study hypothesis and reject the alternative hypothesis,
which states: “Information and communicaThe value of the coefficient β shows the effect tion system affects reducing fraudulent financial
of the independent variable (control activities) reporting”.
on the dependent variable (fraudulent financial
reporting), where the effect’s value is 0.228. The 7.2.7. Testing the seventh hypothesis (H07)
value of T test shows the linear significance of
coming from the main hypothesis, which
the independent variable in the linear regresstates: “Monitoring does not affect
sion model, where the value of T is 0.000, which
reducing fraudulent financial reporting”.
is less than 0.05. This means that there is a linear importance for control activities variable in Table 8 shows the results of Multiple Linear
reducing fraudulent financial reporting in com- Regression to measure the effect of follow-up varimercial banks operating in Jordan.
able on reducing fraudulent financial reporting.
Control
activities
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Table 8. Results of a simple linear regression
analysis to test the seventh sub-hypothesis (H07)

The researchers explain the results of this hypothesis because the nature of the relationship
between the follow-up variable and the variable
Independent
β
T
Sig. t
Decision
variable
of fraudulent financial reporting is indirect,
Monitoring
0.042
0.998
0.320
Accept
so the follow-up variable is primarily related
to follow-up by the internal audit department
The value of the coefficient β shows the effect of or supervision and inspection of the control
the independent variable (monitoring) on the de- procedures established by the executive manpendent variable (fraudulent financial reporting), agement to identify any weaknesses in finanwhere the effect’s value is 0.042. The value of T test cial reporting, and take appropriate corrective
shows the linear significance of the independent measures.
variable in the linear regression model, where the
value of T is 0.320, which is greater than 0.05. This As a result, the researchers accept zero study hymeans that there is no linear importance for follow- pothesis and reject the alternative hypothesis,
up variable in reducing fraudulent financial report- which states: “Monitoring affects reducing frauding in commercial banks operating in Jordan.
ulent financial reporting”.

CONCLUSION
Applying COSO-ERM model enhances the effectiveness of internal control systems in reducing the risk
of fraudulent financial reporting in commercial banks operating in Jordan, with the effect of 77.8% in
the dependent variable (fraudulent financial reporting). The first variable in terms of the effect is the
internal environment variable, followed by the events identification, followed by risk assessment and response variable, then control activities variable, followed by setting objectives variable. Monitoring and
communication and information system variables have no effect on reducing the fraudulent financial
reporting in commercial banks operating in Jordan.
The researchers believe that the reason for this impact is that the commercial banks operating in Jordan
have efficient and effective internal control systems capable of achieving their regulatory objectives, including the fraudulent financial reporting reduction, which are based on the latest standards and recommendations of the internal control bodies such as the Committee of Sponsoring Organizations (COSO),
International Federation of Accountants (IFAC), and the International Organization of Supreme Audit
Institutions (INTOSAI). In addition, all banks operating in Jordan comply with the provisions of the
Article (35/2007) “Instructions of Internal Control and Control Systems” issued by the Jordanian Central
Bank, and with internal control standards issued by the Committee of Sponsoring Organizations.

RECOMMENDATIONS
Based on the study findings, the researchers make a number of recommendations that could enhance
the effectiveness of the internal control system in reducing the risks of fraud.
1.

The need to develop human resource policies and standards for the recruitment, training and promotion of human resources, based on attracting human resources that are practical, professional
and ethical, as well as develop training programs specialized in fraud.

2. Banks need to focus on involving all employees at different administrative levels in the process of
identifying events that may lead to fraud risks.
3. The need for a hot line of communication with the board of directors or its committees, such as the
audit committee, to report cases of fraud or immoral behavior in secret.
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4. Banks as well as international organizations and bodies should periodically analyze and evaluate
risks related to fraudulent risks arising from fraudulent financial reporting and fraud resulting
from embezzlement or misuse of assets and develop effective measures to reduce them.
5. The need for continuous development and review for information and communication systems, including the accounting information system, which has an impact on reducing fraud risks.
6. The need for monitoring the evaluation process for internal control system by the responsible parties within a bank in accordance with the COSO-ERM model criteria to serve as a benchmark measure for banks to follow up and issue an annual report on the results of this evaluation.
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