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DIGITALIZATION

OF THE INSURANCE BUSINESS:
SYSTEMATIZATION OF NET
EFFECTS THROUGH

THE EXAMPLE OF RUSSIA

Abstract

The pace of digitalization of the insurance industry lags behind similar processes in the
banking sector. The main tasks that a Russian insurer solves when using IT technolo-
gies are the automation of business operations and the formation of an online system
of interaction with customers with the main focus on sales.

The purpose of this study is to systematize the effects achieved by insurance market
participants when introducing IT technologies and identify incentives to accelerate the
insurance sector digitalization. The goal of digitalization of Russian insurers should be
the formation of a client interface with a full cycle of services; the transfer to a qualita-
tively new level of business processes while ensuring the required level of protection;
formation of fundamentally new and timely renewal of the existing insurance products.

The priority areas of IT technologies used by Russian insurers are identified: cloud
computing, chat bots, and information resources that provide online interaction with
customers. Factors that have a stimulating effect on the digitalization of the insurance
sector are identified: cost reduction, acceleration of business processes, improvement
of the quality of customer service and increased competitiveness. The problems and
risks of insurers that restrain the use of IT technologies are formulated: high costs
of digitalization, lack of qualified personnel, cyber risks, moral and ethical problems.

Keywords insurance, InsurTech, IT technologies, information

systems, business processes

JEL Classification G22, 016, 031

INTRODUCTION

Modern trends in society are shaping the demand for financial ser-
vices based on the use of IT technologies. The emergence of new risks
in human life and economic activity of companies, an increase in the
frequency of implementation of the already insured risks, and the
need to distance market participants in a pandemic make it neces-
sary for insurance companies to introduce innovations to meet mod-
ern demand parameters and ensure quick decision-making. At the
same time, the strengthening of regulatory requirements, the entre-
preneurial desire to minimize costs, the evolutionary improvement of
business processes and the need to improve the image necessitate the
automation of insurance companies’ internal environment and opera-
tions. Information systems are the driving force behind organization-
al changes in insurance companies.

A study of the Russian insurance market, conducted by KMPG,

showed that in 2020 76% of the surveyed Russian insurance com-
panies did not have any serious difficulties when their employees
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switched to distant working. This indicates a sufficient level of efficiency of the IT systems used by
companies. The identified problems were associated with difficulties in communicating with em-
ployees (24% of respondents), communicating with customers (12%), information security (18%), the
emergence of new user needs that are not satisfied with the current infrastructure and software (18%).
However, only 10% of Russian insurance companies have a high level of digital activity, and these are
big insurers (KMPG, 2020).

Among the risks to which the Russian insurance business is exposed, in addition to the risk of a mar-
ket downturn, respondents highlight business risks (65%), fraud risk (59%) and operational risks (35%)
(KMPG, 2019). Losses from external fraud are estimated by 53% of respondents to be at 2-10 % of the
collected premiums. At the same time, a third of respondents do not have a clear idea of the potential
benefits from the implementation of new technologies. The types of insurance most susceptible to fraud
include compulsory motor liability insurance (the share of fictitious payments is 87% in the structure
of all fraudulent payments), CASCO (8%), accident insurance (2%) (Deloitte, 2020). These data demon-
strate the potential cost effects from the introduction of such areas of IT technologies as artificial intel-
ligence, the Internet of Things and machine learning.

Insurers may not always understand the potential positive effects of using specific IT technologies. In
addition to the high cost of the digitalization process, the existing IT architecture in a company is a
limitation. Therefore, the issue of finding and choosing a technology that best meets the strategic goals

of the insurer is relevant.

1. LITERATURE REVIEW

AND RESEARCH ANALYSIS

The modern IT market provides insurers with a
wide range of technologies for the implementation
of various tasks. Their use, as a rule, is limited, first
of all, by the financial capabilities of the insurer.

The total investment in fintech companies is show-
ing significant growth. After exploding in 2016, in-
vestment in InsurTech and insurance start-ups fell
by more than half in 2018 (Figure 1). Global insta-
bility and trade wars have led to a decrease in in-
terest in investment in InsurTech. However, as an-
alysts note, the emergence of new risks, increased
competition and consideration of customer needs
will lead to an increase in investment in the insur-
ance IT sector. Already in 2019, the volume of such
investments increased to USD 6.3 billion, and at
the end of the third quarter of 2020, investments
amounted to USD 5 billion. Moreover, after the
difficult first half of 2020, there was a surge in ac-
tivity in the third quarter (Cbinsights, 2020).

Investing in digitalization provides a positional ad-
vantage to any business. The issues of digital trans-
formation in the financial sector are widely studied.
The theoretical foundations of IT technologies in the

http://dx.doi.org/10.21511/ins.12(1).2021.03

insurance business are reviewed by Huckstep (2017a,
2017b), and Adamova et al. (2018).

Werth et al. (2020) and Doszhan et al. (2020) iden-
tified factors influencing the digital transforma-
tion of financial and insurance business. These
are political (regulatory issues), economic (low
profitability of financial business in recent years,
increased costs, macroeconomic conditions), so-
cial (an increasing number of consumers want
to receive services online, as well as the corona-
virus pandemic), and technological (new tech-
nologies are exerting pressure on insurers). It was
noted that banks, compared to insurance com-
panies, have more easily standardized and man-
ageable products, so they are easier to adapt to IT
technologies.

Werth et al. (2020) believe that the main area of
application of IT-technologies in insurance is the
development of new insurance products based on
blockchain technology (distributed ledger tech-
nology). According to the authors, such products
can have a real advantage on the market as they
reduce the customers’ time and financial costs.
The risks accompanying the use of blockchain
technology in the insurance business have been
investigated.
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Figure 1. Dynamics of investment in fintech companies and InsurTech

The issue of costs of the digitalization process is rel-
evant. Polinkevych (2016) and Pukala et al. (2019)
analyze possible ways for companies to implement I'T
technologies (through internal innovation, purchase
of startups, partnerships or investments in startups).

Eling and Lehmann (2018) examined the insurer’s
value creation process in the context of using IT
solutions. The authors proposed three key areas of
changes in the insurance industry:

1) new technologies change the way insurers in-
teract with customers of their services;

2) new technologies are used to automate, stand-
ardize and improve the efficiency and effec-
tiveness of business processes; and

3) new technologies create opportunities for
modifying the existing products and develop-
ing new ones.

To improve the efficiency of processes and mini-
mize the costs of digitalization, many insurers, es-
pecially small players, will outsource part of their
business processes (Eling & Lehmann, 2018).

Digitization is the integration of the analog and
digital worlds with new technologies (Bukhtiarova

34

et al.,, 2018) that improve customer engagement,
data accessibility and business processes (Eling &
Lehmann, 2018; Trunina et al., 2019).

Eckert and Osterrieder (2020) investigate the ap-
plication of basic IT technologies in insurance
(BigData, artificial intelligence, internet of things,
cloud computing, blockchain) and formulate the
requirements for an insurer’s information system.

Bohnert et al. (2019) conducted a study of 41 pub-
lic insurance companies in Europe in terms of
the relationship between a company’s use of dig-
ital technology and business success, as measured
by the market value of companies. The analysis
revealed that insurance companies that digitize
their internal procedures and use I'T technologies
when interacting with customers have an average
market value of 8% higher than companies that do
not pay attention to digitalization issues.

Researchers reveal the mechanisms of functioning
and the results of using certain I'T-technologies in
the insurance business. Grize et al. (2020) look
at the applied aspects of using machine learning.
They conclude that a successful application of ma-
chine learning requires the coordinated interac-
tion of three components: qualified personnel, a
database and selected instruments. Creating and

http://dx.doi.org/10.21511/ins.12(1).2021.03



enabling the environment for the use of machine
learning technologies requires profound changes
in the company. Pettersson et al. (2019) investigat-
ed the implementation of “smart insurance” by us-
ing the Internet of things in Sweden. The authors
concluded that insurance companies’ employees
are demotivated to implement this technology,
since such products lead to the individualization
of insurance premiums and, as a rule, to a de-
crease in the insurer’s income.

Systematization of IT technologies, which are
widespread in the insurance market, allows us to
form the following list:

« artificial intelligence (AI);

o Internet of Things (IoT);

« robotic process automation (RPA);

o  cognitive technologies (CT);

« online platforms;

« big data (Big Date);

o distributed ledger technologies (DLT);
o machine learning (ML);

o cloud computing.

Typically, they are used in synthesis and combina-
tion. Some of them are the development of earlier
technologies.

On the other hand, many researchers analyze
the use of IT technologies to improve individ-
ual business processes of insurers. For example,
Bryzgalov et al. (2020) show that big databases
and artificial intelligence are prioritized in un-
derwriting, while new technologies are prior-
itized in underwriting (telematics, biomonitor-
ing, and others). Marketing research of insurance
is very important for the promotion of insurance
products (Horyslavets et al., 2018; Kaigorodova et
al., 2020a, 2020b; Plonka et al., 2020; Finogenova
et al., 2020), and insurance products based on
BigData and artificial intelligence are more suc-
cessful than traditional ones (Levina et al., 2015).
Researchers often focus on developing a specific
area of insurance using innovative technologies
(Vinogradova et al., 2019; Petukhova et al., 2018,
Lisowski & Chojan, 2020). The issues of digitali-
zation are also considered in the studies of insur-
ance intermediaries. In particular, Roschmann
(2018) explored the innovative potential of insur-
ance brokers.

http://dx.doi.org/10.21511/ins.12(1).2021.03
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The studies of digitalization processes in the in-
surance business in emerging insurance markets
set the task of supporting the use of IT technolo-
gies, identifying problematic development factors
(Stepanova, 2020; Sembekov, 2020; Mustafina et
al., 2020), characterizing the main areas of digital-
ization, digitalization of individual business pro-
cesses (Tsyganov & Bryzgalov, 2018).

Aksyutina (2020) determines that digital transfor-
mation of the insurance market will be associated
with the formation of personal proposals for the
purchase of insurance products and settlement of
insurance claims. The focus is also on the presence
of territorial imbalances on the Russian insurance
market.

Bryzgalov et al. (2020) cite the results of a study
concerning the degree of digitalization of the
Russian insurance market, offering indicators for
such an assessment, and identify priority digital
technologies and prospects for their implementa-
tion. The research of the Russian insurance mar-
ket, conducted by KMPG, reveals the most pop-
ular information technologies used in the insur-
ance business (Figure 2).

Accordingly, in 2020 cloud technologies - arti-
ficial intelligence tools such as chat bots, as well
as information resources (online interaction with
customers) were actively used. Moreover, these
first three positions significantly advanced in
2020 compared to 2019 (more than 20% each).
Individual machine learning tools have received
different distribution in business processes. They
began to be actively used in 2020 in sales, market-
ing and claim settlements. Compared to 2019, the
share of insurance companies using optical recog-
nition systems (artificial intelligence tools) has de-
creased. It should be noted that from 25% to 33%
of respondents do not plan to use machine learn-
ing models, robotization and optical recognition
systems in the near future. Half of the respond-
ents use blockchain technologies and the Internet
of Things.

A number of works raise moral and ethical issues
of protecting a person’s private life, limiting his
freedoms when implementing information tech-
nologies and potential discrimination (Khominich
& Savina, 2020; Porrini, 2017).
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Figure 2. The use of new technologies by Russian insurance companies
(at the stage of the full use)

A separate block of research is related to the ex-
pansion of cyber risks in implementing digital
technologies. Pooser et al. (2018) note that there is
a growing understanding of cyber threats among
managers of insurance companies. The main
threats from cyber risks for the business processes
of insurers have been studied (Kaigorodova et al.,
2020a, 2020Db).

2. GENERALIZATION
OF MAIN
STATEMENTS

When introducing information technologies, the
insurer seeks to solve the following tasks:

« improving the quality of customer service;
« improving business processes;

o development of new and modification of the
existing insurance products;

o obtaining competitive advantages over other
financial institutions and spheres;

36

o formation of new sales channels (Dankiewicz
et al., 2020).

A full-fledged solution of all the listed tasks
is based on the wide use of various resources
(Table 1).

P2P insurance stands apart in the network possi-
bilities of providing insurance protection. A rel-
atively new form of damage distribution allows
reducing the costs for the classic organization
of insurance coverage. Now P2P insurance is
spreading in China and the European countries.
However, the issues of state regulation have not
been resolved and, due to the network nature, the
risks of fraud are high.

The considered resources and IT-technologies
demonstrate the already applied and new oppor-
tunities for the Russian insurance business. The
generalization of research in this area indicates
that the implementation of technological innova-
tions makes it possible to reduce costs, automate
and accelerate business processes and reduce ex-
posure to insurance fraud.

Consideration by the insurer of the issue of using
a particular digital technology involves studying

http://dx.doi.org/10.21511/ins.12(1).2021.03
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Table 1. Information resources used in the insurance business

Source: Compiled by the authors.

Area

: Consumer of results

Resultant value for a consumer

The main problem points

Insurance business
automation software

Data platforms

Financial supermarkets

Social networks

Mobile applications

Email (e-mail
newsletters)

Electronic sales

insurer;

owner of the
insurance business;
regulator

insurer;
customers;
partners

insurer;
insurance
intermediaries;
policyholders

potential
policyholders;
current clients

policyholders;
clients;
insurer

potential
policyholders;
clients;
insurer

potential consumer

of insurance
services;
customers

potential

sales automation;

improvement of business processes,
including:

reduction in the number of errors;
optimization of the preparation of
reports, responses to requests from the
regulator;

actuarial modeling;

taking into account the individual
customer’s profile

ie high price;
i o the complexity of integration with

the existing software products of
the insurance company

the ability to quickly access the
accumulated data;
understanding of customer preferences;
the possibility of forming an integrated
information environment;

improving the quality and speed of
customer service

e the main sources of data are located
on the outside of the insurance
company (mobile operators,

online stores and other third-party
platforms);

loosely structured data obtained
from different sources

expansion of the insurance field;
a wide range of insurance products;
an opportunity for intermediaries to
work with insurance companies

e selection of a platform, which is
adequate to the capabilities and
needs of the insurance company;
increased competition

an additional communication channel;
potential to increase sales;
improved quality of service

professional presence in all popular
networks requires the hiring of
additional employees;

unfair competition, formation of the
company’s negative image

cost optimization for the conclusion of an
insurance contract; {
increase in sales volumes;

obtaining by the insurer of a large array

of information in order to improve the
tariff policy and to settle losses.

e requires regular updating of the
application

e low return;
e negative image of the company

wide coverage of the insurance field;
increase in sales volumes;

reducing the cost of conclusion of an
insurance contract;

improving customer service (for
example, the ability to settle claims)

i e insurance fraud;

reliable protection against cyber
risks is required

the technology’s possibilities, as well as the results
of its implementation (Table 2).

Asarule, each of the considered technologies is im-
plemented in combination. Eckert and Osterrieder
(2020) examine the interdependencies of the main
IT technologies used in insurance, showing that
almost all of them, complementing each other, im-
prove the quality of solutions implemented with
their help.

http://dx.doi.org/10.21511/ins.12(1).2021.03

3. DISCUSSION

When using IT solutions and resources, it is nec-
essary to take into account a number of restric-
tions and emerging additional risks in the activi-
ties of insurers. Research in this area highlights a
complex of socio-ethical problems associated with
collecting datasets. Despite economically justified
use of personal data, for example, in the Internet
of Things (Bogoviz et al., 2019), there is a prob-
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Table 2. The use of IT technologies in insurance

Source: Compiled by the authors.

IT-technologies

Opportunities for the insurer

Resultant effect

1. Artificial Intelligence (Al)

to track patterns of fraudulent behavior;

to simulate and mark implicit facts and
circumstances of the insured event by identifying
inaccuracies;

to assess and process information, including

to remotely assess the cost of damage;
chat bots answer basic customer questions

2. Internet of Things (loT)

e adecrease in the number of payments for
fraudulent cases;

¢ simplification of authorization through the
system of face recognition;

i e improved quality of claims settlement through
information obtained by using big data technology;

automatic analysis of images and objects;

¢ predictive analytics regarding future insurance
payments;

¢ reduced costs of insurers for the settlement of
claims (up to 10%);

i e increased speed of customer service;

interactive and, at the same time, automated
consulting of customers

to take into account the peculiarities of a particula
insurance object;

to individualize the insurance rate;

to implement the preventive function of insurance
through the analysis of customers’ behavioral
characteristics

3. Robotic process
automation (PRA)

an increase in intrinsic value of insurance

services for the consumer;

reduced costs for insurers;

a fair rate for policyholders;

increased interest in insurance;

control over the behavior of insured persons

(but moral, ethical and legislative problems are

possible);

formation of an ecosystem with companies from
) other inq‘ustries.

to automate repetitive tasks by using software
robots (documents entry, checking of documents,
checking of information provided by customers,
etc.)

4. Cognitive technologies
Cl)

reduced time for document processing;

¢ elimination of manual entry of information;

¢ reduced time of compensation for losses;
¢ reduced number of errors

to expand traditional artificial intelligence systems;
to quickly assess the changing situation;
to identify new cyber risks

5. Online platforms

i » reduced time spent on restructuring the existing

IT architecture within the company;
e maximum consideration of risk changes in tariffs;
e increased IT security

6. Big data

increased influx of clients;
development of competition

to calculate the probability of risks that were not
previously covered by insurance;

to form an individual client profile;

to track the needs of potential consumers;

to identify client segments of the current moment;
to follow trends in changes regarding consumer
preferences;

to keep records of the level of satisfaction with the
actions of insurance companies

7. Distributed ledger
technologies (DLT)

¢ to offer relevant insurance products;

¢ to receive in-depth analytics;

to make investment decisions on the use of own
funds and funds from insurance reserves

critical information is simultaneously stored,
created and updated on all media for all members
of the registry based on the specified algorithms,
ensuring its identity for all users;

instant exchange of information between registry
members

8. Machine learning (ML)

ensures consistency, synchronization,

invariability and transparency of the stored

information;

protection, security of data exchange;

the ability to provide fast interaction during

insurance transactions affecting participants in

different geographic regions;

effective work with partners to settle claims;
_local and cross-border secure payments

search for new segments;

building a multifactor model;
creation/optimization of risk models;
as a subtype neural networks;
assistance in image recognition

9. Cloud computing

an increase in the sales market;
reduction of losses;

reduction of fraud;

effective underwriting, etc.

optimization of underwriting;
optimization in the preparation of reports;
cost reduction for a number of items

integrated storage of information with the
expansion of self-service capabilities of
customers;

optimization of information flows within the
company;

optimization of the preparation of reports;

i e costreduction for a number of items.

38

http://dx.doi.org/10.21511/ins.12(1).2021.03



lem of personal freedom and loss of confidential-
ity. This generates, at least, moral considerations.
And if the telematics used to control the behav-
ior of customers can fit into the legal framework
of insurance contract, then the acquisition of da-
ta from third-party aggregators can lead to many
reputational risks for insurance companies. Loi et
al. (2020) conclude that, taking into account the
ethical norms of private life and personal freedom,
there should be at least some legal regulations
governing this issue, and, as a maximum, tangi-
ble economic benefits for those clients who agree
to “digital surveillance”. Porrini (2017) focuses on
state regulation of this issue.

Secondly, additional operational risks may arise
(Polinkevych et al., 2021) when using artificial
intelligence technologies, robotic process auto-
mation and cloud computing. It is also neces-
sary to highlight cyber risks of hacker attacks
and targeted data corruption (Kaigorodova et
al., 2020a, 2020Db).

The limitations considered by almost all research-
ers include high costs of the business digitaliza-
tion process. Additional costs arise when inte-
grating the acquired IT-technological solutions
into the existing information system of insurance
company. This problem is especially relevant for

Insurance Markets and Companies, Volume 12, 2021

medium and small market players. The solution to
the problem is possible by forming an ecosystem
through integration with other market players and
companies from other branches, for example, with
banks (Fedorova, 2020; Khuzhamov et al., 2020).
However, there are problems of business secrets,
loss of customer base and competitive advantages.

Today, the problem of personnel decisions in the
implementation of IT technologies is no longer
so significant, but its existence should not be de-
nied. In addition, each subsequent step of busi-
ness digitalization requires improved IT security
(Zhabynets, 2014).

The study made it possible to identify factors stim-
ulating the introduction of information technol-
ogies in insurance companies: increased compet-
itiveness; reduced costs on servicing one client;
reduced operating costs for one business transac-
tion; adaptation to client needs; improved quali-
ty of customer service; coverage of new carriers
(technical means) of information technologies
and the Internet of Things; access to international
global markets; expansion of the target audience
(coverage of highly mobile groups); acceleration of
business transactions; elimination of “bottlenecks”
in business operations; improved capacity (struc-
turing) of information.

CONCLUSION

When implementing digital technologies in the insurance business, the following basic conditions must
be taken into account, thanks to which the insurer will get the most out of this process: own objectives
of strategic and tactical development; systematic analysis of business processes for making informed
decisions on their digitalization taking into account the existing IT architecture within the company;
trends in the development of external environment; capabilities of specific IT technologies; potential
effects from the implementation of specific IT solutions.

Information systems provide Russian insurance companies not only with the possibility to automate pro-
cesses and expand sales channels, but, to a greater extent, with the prospects for strategic development of
businesses based on the improved quality of customer service within the framework of “input - output”, ex-
panding the coverage of the insurance field and offering new insurance products by studying emerging needs,
updating existing insurance products, increasing the reliability of risk assessment and replenishing the list
of insured risks. However, the above data indicate that the greatest demand is for IT solutions that increase
the automation of business operations, improve the efficiency of sales channels and feedback mechanisms.
Technologies related to telematics, optical face and object recognition and blockchain are lagging behind.

Based on the proposed systematization of the effects achieved through the implementation of IT tech-
nologies, it is advisable for Russian insurers to focus on using IT solutions aimed at: reducing the level of

39
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internal and external insurance fraud (through the use of artificial intelligence tools, machine learning);
forming a client interface in terms of claims settlement (using artificial intelligence systems, optical
recognition, etc.); updating and customizing insurance rates (based on the Internet of Things, cognitive
technologies, big data, cloud computing), which will lead to greater transparency in the formation of a
fair price for insurance.

These changes will increase the value component of insurance services in the eyes of consumers. And
the improved business model of the insurer, based on IT solutions, additionally integrated into the
existing architecture of the information system, will allow it to be strategically competitive with other
market players.
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